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Abstract

Computer viruses continue to pose a threat to the integrity and availabi l i ty of

computer systems. This i s especial ly true for users of personal computers. A varietyof

anti -vi rus tools are now available to help manage this threat. These tools use a wide

range of techniques to detect, identi fy, and remove viruses.

This guide provides cri teria for judging the functional i ty, practical i ty, and conve-

nience of anti -virus tools. It furnishes informationwhich readers can use to determine

whichtools are best suited to target environments, but i t does not weighthe merits of

speci�c tools.
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1 Int roduct ion

This document provides guidance in the selectionof security tools for protection against

computer viruses. The strengths and limitations of various classes of anti-virus tools are

discussed, as well as suggestions of appropriate applications for these tools. The technical

guidance inthis document is intendedto supplement the guidance found inNISTSpecial

Publication500-166, Computer Viruses and RelatedThreats: A Management Guide [WC89].

This document concentratesonwidelyavailabletools andtechniques as well as someemerg-

ingtechnologies. It provides general guidance for the selectionof anti-virus tools, regardless

of platform. However, some classes of tools, andmost actual products, are only available

for personal computers. Developers of anti-virus tools have focusedonpersonal computers

since these systems are currentlyat the greatest riskof infection.

1.1 Audience and Scope

This document is intendedprimarilyfor technical personnel selectinganti-virus tools for an

organization. Additionally, thisdocumentisuseful forpersonal computerend-userswhowish

toselectappropriate solutions for their ownsystem. This documentbeginswithanoverview

of thetypesof functionalityavailableinanti-virusproducts andfollowswithselectioncriteria

whichmustbeconsideredtoensurepracticalityandconvenience. Thebodyof thedocument

describes speci�c classes of anti-virus tools (e.g., scanners) interms of the selectioncriteria.

This document closes withasummarycomparingthe di�erent classes of tools andsuggests

possible applications.

The guidance presented in this document is general in nature. The document makes no

attempt toaddress speci�c computer systems or anti-virus tools. However, at this time the

computer virus problemis most pressing in the personal computer arena. Consequently,

most typesof anti-virus tools areavailableas personal computer products. As aresult, some

informationwill address that speci�c environment.

Certain comme r c i a l pr o duc t s a r e i d e n t i �e d i n t hi s p a p e r i n o r d e r t o a d e qu a t

be i n g d e s c r i b e d . In n o c a s e d o e s s u c h i d e n t i � c a t i o n i mp l y r e c o mme n d a t i o n

I n s t i t u t e o f St a n d a r d s a n d Te c h n o l o g y , n o r d o e s i t i mp l y t h a t t h e ma t e r i a

f o r t h e p u r p o s e .
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1. 2 How to Use Thi s Document

The remainder of this sectionis devotedtoterminologyandbasic concepts.

Section2describes the di�erent types of functionalitythat are available inanti-virus tools.

Several di�erent types of detectiontools aredescribed, as well as identi�cationandremoval

tools. This informationshouldassist readers inidentifyingtheclassesof productsappropriate

for their environment.

Section3 describes some critical selectionfactors, including accuracy, ease of use, andef-

�ciency. The description of eachof these factors is dependent on the functional class of

product in question. These selection factors are used to describe product classes in the

sections that follow.

Section4describes speci�cclasses of tools, suchas scanners or checksumprograms, andthe

techniquestheyemploy. This sectionprovidesthereaderwithdetailedinformationregarding

the functionality, accuracy, ease of use ande�ciencyof these classes of tools.

Section 5 presents guidelines for the selection of the most appropriate class of anti-virus

tools. It begins byoutliningtheimportant environmental aspects that shouldbeconsidered.

Next, the informationfromSection4 is summarizedandavarietyof tables comparingand

contrastingthevarious classes of tools arepresented. The remainder of the sectionprovides

several hypothetical user scenarios. Abatteryof tools is suggestedfor eachapplication.

Section6presents guidelines for theselectionof thebest tool fromwithinaparticular class.

Important features that maydistinguishproducts fromothers withinaparticular class are

highlighted.

This document will bemost useful if readinits entirety. However, the reader maywishto

skipthe details ondi�erent tools found inSection4 onan initial reading. Section5may

helpthe reader narrowthe focus tospeci�cclasses of tools for aspeci�c environment. Then

the reader mayreturntoSection4 for details onthose classes of tools.

1. 3 De�ni t i ons and Basi c Concepts

This sectionpresents informal de�nitions andbasic concepts that will be usedthroughout

the document. This is intended to clarify the meaning of certain terms which are used

inconsistentlyinthevirus �eld. However, this sectionis not intendedas aprimer onviruses.

Additional backgroundinformationandanextensive\SuggestedReading" listmaybefound

inNISTSpecial Publication500-166 [WC89].
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Avirus is a self-replicating code segment whichmust be attachedto a host executable. 1

Whenthe host is executed, the virus code alsoexecutes. If possible, the virus will replicate

byattaching a copyof itself to another executable. The virus may include anadditional

\payload"that triggers whenspeci�cconditions aremet. For example, someviruses display

amessage onaparticular date.

ATrojan horse is a programthat performs a desiredtask, but also includes unexpected

(andundesirable) functions. Inthis respect, aTrojanhorse is similar to a virus, except a

Trojanhorsedoes not replicate. Anexampleof aTrojanhorsewouldbeaneditingprogram

for amulti-user systemwhichhas beenmodi�edto randomlydelete one of the user's �les

eachtime that programis used. The programwouldperformits normal, expectedfunction

(editing), but the deletions are unexpectedandundesired. Ahost programthat has been

infectedbyavirus is oftendescribedas aTrojanhorse. However, for the purposes of this

document, the termTrojanhorsewill excludevirus-infectedprograms.

Awormis a self-replicating program. It is self-contained and does not require a host

program. The programcreates the copyand causes it to execute; no user interventionis

required. Wormscommonlyutilizenetworkservices topropagatetoother computer systems.

Avariant is a virus that is generatedbymodifyinga knownvirus. Examples are modi�-

cations that addfunctionalityor evade detection. The termvariant is usuallyappliedonly

whenthemodi�cations areminor innature. Anexamplewouldbechangingthetrigger date

fromFridaythe 13thtoThursdaythe 12th.

Anoverwritingviruswill destroycodeor datainthehost programbyreplacingit withthe

viruscode. It shouldbenotedthatmostvirusesattempttoretaintheoriginal hostprogram's

code and functionalityafter infectionbecause the virus is more likelyto be detectedand

deleted if the programceases to work. Anon-overwriting virus is designed to append

the virus code to the physical endof the programor tomove the original code to another

location.

Asel f-recognition procedure is a technique wherebya virus determines whether or not

anexecutable is alreadyinfected. The procedure usuallyinvolves searchingfor aparticular

value at a knownposition inthe executable. Self-recognitionis requiredif the virus is to

avoidmultiple infections of a single executable. Multiple infections cause excessivegrowth

insizeof infectedexecutablesandcorrespondingexcessivestoragespace, contributingtothe

detectionof the virus.

Aresident virus installs itself as part of theoperatingsystemuponexecutionof aninfected

host program. The virus will remainresident until the systemis shut down. Once installed

inmemory, aresident virus is available to infect all suitable hosts that are accessed.

1An executable i s a n a b s t r a c t i o n f o r p r o g r a ms , c o mma n d � l e s a n d o t h e r o b je c

t h a t c a n b e e xe c u t e d . On a DOS PC, f o r e x a mp l e , t h i s wo u l d i n c l u d e b a t c h

EXE -f o r ma t � l e s a n d b o o t s e c t o r s o f d i s ks .
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Astealthvirus isaresidentvirus thatattempts toevadedetectionbyconcealingitspresence

ininfected�les. Toachievethis, thevirus interceptssystemcallswhichexaminethecontents

or attributes of infected�les. The results of these calls must be alteredto correspond to

the �le's original state. For example, a stealthvirus might remove the virus code froman

executablewhenit is read(rather thanexecuted) sothat ananti-virus softwarepackagewill

examine the original, uninfectedhost program.

Anencryptedvirus has twoparts: asmall decryptor andthe encryptedvirus body. When

the virus is executed, the decryptor will execute �rst and decrypt the virus body. Then

the virus body canexecute, replicatingor becoming resident. The virus bodywill include

anencryptor to apply during replication. Avariably encrypted virus will use di�erent

encryptionkeysor encryptionalgorithms. Encryptedvirusesaremoredi�culttodisassemble

andstudysince the researchermust decrypt the code.

Apolymorphic virus creates copies during replication that are functionally equivalent

but have distinctlydi�erent byte streams. Toachieve this, the virus mayrandomly insert

super
uous instructions, interchange the order of independent instructions, or choose from

anumber of di�erent encryptionschemes. This variablequalitymakes the virus di�cult to

locate, identify, or remove.

Aresearchvirus is one that has beenwritten, but has never beenunleashedonthepublic.

These include the samples that havebeensent toresearchers byvirus writers. Viruses that

havebeenseenoutside the researchcommunityare termed\in the wi ld."

It is di�cult todeterminehowmanyviruses exist. Polymorphicviruses andminor variants

complicate the equation. Researchers oftencannot agree whether twoinfectedsamples are

infectedwiththe samevirus or di�erentviruses. Wewill consider twoviruses tobedi�erent

if theycouldnot have evolvedfromthe same sample without a hardware error or human

modi�cation.
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2 Funct i onali t y

Anti-virus tools performthree basic functions. Tools maybe be usedtodetect , identi fy, or

remove viruses. 2 Detectiontools performproactive detection, active detection, or reactive

detection. That is, theydetectavirusbeforeitexecutes, duringexecution, orafter execution.

Identi�cationandremoval tools aremore straightforwardintheir application; neither is of

use until avirus has beendetected.

2. 1 Detecti on Tools

Detectiontools detect theexistenceof avirus onasystem. Thesetools performdetectionat

avarietyof points inthe system. The virus maybe activelyexecuting, residinginmemory,

or storedinexecutablecode. Thevirusmaybedetectedbeforeexecution, duringexecution,

or after executionandreplication.

2.1.1 Detectionby Static Analysis

Static analysis detectiontools examine executables without executingthem. Suchtools can

beusedinproactiveor reactivefashion. Theycanbeusedtodetect infectedcodebeforeit is

introducedtoasystembytestingall diskettes before installingsoftwareonasystem. They

canalsobeusedinamorereactivefashion, testingasystemonaregular basis todetect any

viruses acquiredbetweendetectionphases.

2.1.2 Detectionby Interception

Topropagate, a virus must infect other host programs. Some detectiontools are intended

to intercept attempts to performsuch\illicit"activities. These tools halt the executionof

virus-infectedprograms as the virus attempts to replicate or become resident. Note that

the virus has beenintroducedtothe systemandattempts toreplicate before detectioncan

occur.

2A f e w t o o l s a r e d e s i g n e d t o prevent i n f e c t i o n b y o n e o r mo r e vi r u s e s . Th e

l i mi t e d t o S e c t i o n 4. 7. 2, Inoculat ion, d u e t o t h e i r l i mi t e d a p p l i c a t i o n .
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2.1.3 Detectionof Modi�cation

All viruses cause modi�cationof executables intheir replicationprocess. As a result, the

presence of viruses can also be detectedby searching for the unexpectedmodi�cation of

executables. This process is sometimes calledintegri ty checking.

Detectionof modi�cationmayalsoidentifyother securityproblems, suchas the installation

of Trojanhorses. Note that this typeof detectiontool works onlyafter infectedexecutables

havebeenintroducedtothe systemand the virus has repl icated.

2. 2 Ident i �cat i on Tool s

Identi�cationtools areusedtoidentifywhich virushas infectedaparticular executable. This

allows the user to obtainadditional informationabout the virus. This is auseful practice,

since it mayprovide clues about other types of damage incurredandappropriate clean-up

procedures.

2. 3 Removal Tool s

Inmanycases, onceavirushasbeendetectedit is foundonnumeroussystemsor innumerous

executables ona single system. Recovery fromoriginal diskettes or cleanbackups canbe

a tedious process. Removal tools attempt to e�cientlyrestore the systemto its uninfected

state byremovingthe virus code fromthe infectedexecutable.
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3 Sel ect i on Fact or s

Once the functional requirements have beendetermined, there will still be a large assort-

ment of tools to choose from. There are several important selectionfactors that shouldbe

consideredtoensure that the right tool is selectedfor aparticular environment.

There are four critical selection factors: Accuracy, Ease of Use, Administrative Overhead

andSystemOverhead. Accuracydescribes the tool's relative success rate andthe types of

errors it canmake. Ease of usedescribes the typical user's abilitytoinstall andexecutethe

tool andinterpret the results. Administrativeoverheadis themeasure of technical support

and distribution e�ort required. Systemoverheaddescribes the tool's impact on system

performance. These factors are introducedbelow. Indepthdiscussions of these factors are

insubsequent subsections.

Accuracyis themost important of the selectionfactors. Errors indetecting, identifyingor

removing viruses undermine user con�dence in a tool, and oftencause users to disregard

virus warnings. Errors will at best result inloss of time; at worst theywill result indamage

todataandprograms.

Ease of use is concernedwithmatching the backgroundandabilities of the system's user

to the appropriate software. This is also important since computer users vary greatly in

technical skills andability.

Administrative overhead can be very important as well. Distribution of updates can be

a time-consuming task ina large organization. Certain tools require maintenance by the

technical support sta�rather thantheend-user. End-userswill requireassistancetointerpret

results fromsome tools; this canplace alarge burdenonanorganization's support sta�. It

is important tochoose tools that your organizationhas the resources tosupport.

Systemoverheadis inconsequential fromastrict securitypoint of view. Accuratedetection,

identi�cationor removal of the virus is the important point. However, most of these tools

are intendedfor end-users. If a tool is slowor causes other applications to stopworking,

end-userswill disableit. Thus, attentionneeds tobepaidtothetool's abilitytoworkquickly

andtoco-exist withother applications onthe computer.

3. 1 Accuracy

Accuracyis extremelyimportant inthe use of all anti-virus tools. Unfortunately, all anti-

virus tools makeerrors. It is the typeof errors andfrequencywithwhichtheyoccur that is

important. Di�erent errors maybe crucial indi�erent user scenarios.
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Computer users are distributedover awide spectrumof systemknowledge. For those users

with the systemknowledge to independently verify the information supplied by an anti-

virus tool, accuracyis not as great aconcern. Unfortunately, manycomputer users are not

preparedfor suchactions. For suchusers, avirus infectionis somewhat frighteningandvery

confusing. If theanti-virus tool is supplyingfalse information, thiswill makeabadsituation

worse. For these users, the overall error rate is most critical.

3.1.1 DetectionTools

Detectiontools are expectedtoidentifyall executables onasystemthat havebeeninfected

byavirus. This taskis complicatedbythereleaseof newvirusesandthecontinuinginvention

of newinfectiontechniques. As a result, the detectionprocess canresult inerrors of two

types: fal se posi tives andfal se negatives.

Whenadetectiontool identi�es anuninfectedexecutable as host to avirus, this is known

as a fal se posi tive (this is also knownas a Type I error.) Insuchcases, a user will waste

timeande�ort inunnecessarycleanupprocedures. Auser mayreplace the executablewith

the original only to �nd that the executable continues to be identi�edas infected. This

will confuse the user andresult ina loss of con�dence ineither the detectionprocedures or

the tool vendor. If auser attempts to\disinfect"the executable, the removal programmay

abort without changingthe executableor will irreparablydamage theprogrambyremoving

useful code. Either scenarioresults oncemore inconfusionfor the user andlost con�dence.

Whena detectiontool examines an infectedexecutable and incorrectlyproclaims it to be

free of viruses, this is knownas a fal se negative, or Type II error. The detectiontool has

failedto alert the user to the problem. This kindof error leads to a false sense of security

for the user andpotential disaster.

3.1.2 Identi�cationTools

Identi�cationtools identifywhich virus has infectedaparticular executable. De�ningfailure

in this process turns out to be easier thansuccess. The identi�cationtool has failedif it

cannot assignaname tothe virus or assigns thewrongname tothe virus.

Determining if a tool has correctlynameda virus shouldbe a simple task, but in fact it

is not. There is disagreement evenwithin the anti-virus researchcommunity as to what

constitutes \di�erent"viruses. As aresult, the communityhas beenunable toagree onthe

number of existingviruses, andthe names attachedto themhave onlyvague signi�cance.

This leads toaquestionof precision.
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As anexample, consider twoPCvirus identi�cationtools. The�rst tool considers theset of

PCviruses as 350distinct viruses. The secondconsiders the sameset tohave900members.

This occurs because the �rst tool groups a large number of variants under a single name.

The secondtool will name viruses withgreater precision(i.e., viruses groupedtogether by

the �rst tool are uniquelynamedbythe second).

Suchprecisionproblems canoccur evenif thevendor attempts tonamewithhighprecision.

Atool maymisidentifyavirus as another variant of that virus for avarietyof reasons. The

variantmaybenew, or analysis of samples mayhavebeenincomplete. The loss of precision

occurs for di�erent reasons, but the results arenodi�erent fromtheprevious example. Any

\successful"namingof avirus must be consideredalongwiththe degree of precision.

3.1.3 Removal Tools

Removal tools attempt torestoretheinfectedexecutables totheiruninfectedstate. Removal

is successful if theexecutable, after disinfection, matches theexecutablebeforeinfectionona

byte-for-bytebasis. The removal process canalsoproduce twotypes of failures: hard fai l ure

andsof t fai l ure.

Ahard fai l ure occurs if thedisinfectedprogramwill nolonger executeor theremoval program

terminates without removingthe virus. Sucha severe failurewill be obvious todetect and

canoccur for a varietyof reasons. Executables infectedbyoverwriting viruses cannot be

recoveredinanautomatedfashion; toomuchinformationhas beenlost. Hardfailures also

occur if the removal programattempts toremoveadi�erent virus thanthe actual infector.

Removal results in a sof t fai l ure if the process produces an executable, which is slightly

modi�edfromits original form, that canstill execute. This modi�edexecutablemaynever

haveanyproblems, but theuser cannot becertainof that. Thesoft failureismore insidious,

since it cannot be detectedbythe user without performinganintegritycheck.

3. 2 Ease of Use

This factor focuses onthe level of di�cultypresentedto the end-user inusing the system

withanti-virus tools installed. This is intendedtogauge thedi�cultyfor thesystemuser to

utilize andcorrectlyinterpret the feedbackreceivedfromthe tool. This alsomeasures the

increaseddi�culty(if any) inful�llingthe end-user's jobrequirements.
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Easeof Use is the combinationof utilizationandinterpretationof results. This is afunction

of tool design and quality of documentation. Some classes of tools are inherentlymore

di�cult to use. For example, installation of the hardware component of a tool requires

greater knowledge of the current hardware con�guration thana comparable software-only

tool.

3. 3 Admi ni strat i ve Overhead

This factor focuses onthe di�cultyof administrationof anti-virus tools. It is intendedto

gauge theworkloadimposeduponthe technical support teaminanorganization.

This factor considers di�cultyof installation, update requirements, andsupport levels re-

quiredbyend-users. These functions are oftenthe responsibilityof technical support sta�

or systemadministrators rather thanthe end-user. Note that anend-user without technical

support must performall of these functions himself.

3. 4 SystemOverhead

Systemoverheadmeasures the overall impact of the tool upon systemperformance. The

relevant factors will be the rawspeedof the tool andthe procedures requiredfor e�ective

use. That is, aprogramthat is executedeveryweekwill havealower overall impact thana

programthat runs inthe backgroundat all times.
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4 Tool s and Techni ques

There is awidevarietyof tools andtechniqueswhichcanbe appliedtotheanti-virus e�ort.

This sectionwill address the followinganti-virus techniques:

� signature scanningandalgorithmic detection

� general purposemonitors

� access control shells

� checksums for changedetection

� knowledge-basedremoval tools

� researche�orts

{ heuristicbinaryanalysis

{ precise identi�cation

� other tools

{ systemutilities as removal tools

{ inoculation

For detectionof viruses, there are �ve classes of techniques: signature scanning andalgo-

rithmicdetection; general purposemonitors; access control shells; checksums for changede-

tection; andheuristicbinaryanalysis. For identi�cationof viruses, thereare twotechniques:

scanning andalgorithmic detection; andprecise identi�cationtools. Finally, removal tools

are addressed. Removal tools come in three forms: general systemutilities, single-virus

disinfectors, andgeneral disinfectingprograms.

4. 1 Si gnature Scanni ng and Al gori thmi c Detect i on

Acommonclass of anti-virus tools employs thecomplementarytechniquesof signaturescan-

ning andalgorithmic detection. This class of tools is knownas scanners, whichare static

analysis detectiontools (i.e., theyhelpdetect the presence of a virus). Scanners also per-

formamore limitedrole as identi�cationtools (i.e., theyhelpdetermine the speci�c virus

detected). Theyare primarilyusedtodetect if anexecutable contains virus code, but they

canalsobe usedtodetect resident viruses byscanningmemoryinsteadof executables.

Theymaybeemployedproactivelyorreactively. Proactiveapplicationof scanners isachieved

byscanningall executables introducedtothesystem. Reactiveapplicationrequires scanning

the systemat regular intervals (e.g., weeklyor monthly).
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4.1.1 Functional i ty

Scanners are limitedintrinsicallytothedetectionof knownviruses. However, as asidee�ect

of thebasic technique, somenewvariantsmayalsobedetected. Theyarealsoidenti�cation

tools, althoughthemethodologyis imprecise.

Scanners examine executables (e.g., .EXEor .COM�les onaDOSsystem) for indications

of infection by known viruses. Detection of a virus produces a warning message. The

warningmessagewill identifythe executableandname thevirus or virus familywithwhich

it is infected. Detectionis usuallyperformedbysignature matching; special cases maybe

checkedbyalgorithmicmethods.

In signature scanning an executable is searchedfor selectedbinary code sequences, called

a virus signature, whichare unique to aparticular virus, or a familyof viruses. The virus

signatures are generatedbyexaminingsamples of the virus. Additionally, signature strings

oftencontainwildcards toallowfor maximum
exibility.

Single-point scanners addthe concept of relative positionto the virus signature. Here the

codesequenceis expectedataparticularpositionwithinthe�le. Itmaynot evenbedetected

if thepositioniswrong. Bycombiningrelativepositionwiththesignaturestring, thechances

of false positives is greatlyreduced. As a result, these scanners canbemore accurate than

blindscanningwithout position.

Polymorphicviruses, suchas those derivedfromtheMtE(mutationengine) [Sku92], donot

have �xedsignatures. These viruses are self-modifyingor variablyencrypted. While some

scanners usemultiplesignatures todescribepossible infections bytheseviruses, algorithmic

detectionis amore powerful andmore comprehensiveapproachfor thesedi�cult viruses.

4.1.2 SelectionFactors

Accuracy

Scanners areveryreliablefor identifyinginfectionsof viruses that havebeenaroundfor some

time. The vendor has hadsu�cient time to select a goodsignature or developadetection

algorithmfor thesewell-knownviruses. For suchviruses, adetectionfailure is unlikelywith

a scanner. Anup-to-date scanner tool shoulddetect andto some extent identifyanyvirus

youare likelytoencounter. Scanners haveother problems, though. Inthedetectionprocess,

bothfalse positives andfalse negatives canoccur.

Falsepositives occur whenanuninfectedexecutable includes abytestringmatchingavirus

signatureinthescanner'sdatabase. Scanner developers test their signatures against libraries

of commonly-used, uninfectedsoftware to reduce false positives. For additional assurance,
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somedevelopers performstatistical analysis of the likelihoodof code sequences appearingin

legitimateprograms. Still, it is impossible to rule out false positives. Signatures are simply

programsegments; therefore, the code couldappear inanuninfectedprogram.

False negatives occur whenaninfectedexecutable is encounteredbut no patternmatchis

detected. Thisusuallyresults fromprocedural problems; if astealthvirus ismemory-resident

at the time the scanner executes, the virus mayhide itself. False negatives canalso occur

whenthesystemhas beeninfectedbyavirus that wasunknownat thetimethescanner was

built.

Scanners are alsoprone tomisidenti�cationor maylackprecisioninnaming. Misidenti�ca-

tionwill usuallyoccurwhenanewvariantof anolder virus is encountered. As anexample, a

scannermayproclaimthatJerusal em-B hasbeendetected, wheninfacttheJerusal em-Groen

Links virus is present. This canoccur becausetheseviruses arebothJerusal emvariantsand

share muchof their code. Another scanner might simplydeclare \Jerusalemvariant found

in�l ename." This is accurate, but rather imprecise.

Ease of Use

Scanners are veryeasy to use ingeneral. Yousimplyexecute the scanner and it provides

conciseresults. Thescannermayhaveafewoptionsdescribingwhichdisk, �les, ordirectories

to scan, but the user does not have tobe acomputer expert toselect the right parameters

or comprehendthe results.

AdministrativeOverhead

Newviruses are discoveredeveryweek. As a result, virus scanners are immediatelyout of

date. If anorganizationdistributes scanners toits users for virus detection, proceduresmust

be devisedfor distributionof updates. Ascanner for a DOSPCthat is more thana few

months oldwill not detect most newlydevelopedviruses. (It maydetect, but misidentify,

some newvariants.) Timelyupdates are crucial to the e�ectiveness of any scanner-based

anti-virus solution. This canpresent adistributionproblemfor a large organization.

Installation is generally simple enough for any user to perform. Interpreting the results

is very simple when viruses are correctly identi�ed. Handling false positives will usually

requiresomeassistance fromtechnical support. This level of support maybeavailablefrom

the vendor.

E�ciency

Scanners are verye�cient. There is a large bodyof knowledgeabout searchingalgorithms,

so the typical scanner executes veryrapidly. Proactive applicationwill generally result in

higher systemoverhead.



14 4 TOOLS AND TECHNI QUES

4.1.3 Summary

Scanners are extremelye�ective at detectingknownviruses. Scanners are not intendedto

detect newviruses (i.e., anyvirus discoveredafter the programwas released) andanysuch

detectionwill result inmisidenti�cation. Scanners enjoy an especially high level of user

acceptance because theyname the virus or virus family. However, this canbe undermined

bythe occurrenceof false positives.

Thestrengthof ascanner ishighlydependentuponthequalityandtimelinessof thesignature

database. For viruses requiringalgorithmicmethods, thequalityof thealgorithms usedwill

be crucial.

Themajor strengths of scanners are:

� Up-to-date scanners canbe usedto reliablydetect more than95 percent of all virus

infections at anygiventime.

� Scanners identifyboththe infectedexecutableandthevirus that has infectedit. This

canspeedthe recoveryprocess.

� Scanners are anestablishedtechnology, utilizinghighlye�cient algorithms.

� E�ectiveuseof scannersusuallydoes not requireanyspecial knowledgeof thecomputer

system.

Themajor limitations of scanners are:

� Ascanners onlylooks for viruses thatwereknownat thetimeitsdatabaseof signatures

was developed. As aresult, scanners are prone to false negatives. The user interprets

\Novirus detected"as \Novirus exists." These are not equivalent statements.

� Scanners must be updatedregularlyto remaine�ective. Distributionof updates can

be adi�cult andtime-consumingprocess.

� Scanners do not performprecise identi�cation. As a result, they are prone to false

positives andmisidenti�cation.

4. 2 General Purpose Moni tors

General purpose monitors protect a systemfromthe replicationof viruses or executionof

the payloadof Trojanhorses byactivelyinterceptingmalicious actions.
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4.2.1 Functional i ty

Monitoringprogramsareactivetools for thereal-timedetectionof virusesandTrojanhorses.

These tools are intended to intervene or sound an alarmevery time a software package

performs somesuspicious actionconsideredtobevirus-likeor otherwisemalicious behavior.

However, since a virus is a code stream, there is a very real possibility that legitimate

programs will performthe same actions, causingthe alarms tosound.

The designer of such a systembegins with a model of \malicious" behavior, thenbuilds

moduleswhichinterceptandhalt attempts toperformthoseactions. Thosemodules operate

as apart of the operatingsystem.

4.2.2 SelectionFactors

Accuracy

Amonitoringprogramassumes that viruses performactions that are inits model of suspi-

cious behaviorandinawaythat it candetect. Thesearenot alwaysvalidassumptions. New

viruses mayutilize newmethods whichmayfall outside of the model. Sucha virus would

not be detectedbythemonitoringprogram.

The techniques used bymonitoring tools to detect virus-like behavior are also not fool-

proof. Personal computers lackmemoryprotection, so a programcanusually circumvent

anycontrol feature of the operatingsystem. As apart of the operatingsystem, monitoring

programs are vulnerable to this as well. There are some viruses whichevade or turn o�

monitoringprograms.

Finally, legitimate programs mayperformactions that the monitor deems suspicious (e.g.,

self-modifyingprograms).

Ease of Use

Monitoringsoftwareis not appropriate for theaverageuser. Themonitormaybedi�cult to

con�gure properly. The rate of false alarms canbe high, particularlyfalse positives, if the

con�gurationis not optimal.

The average user maynot be able to determine that programAshouldmodify �les, but

programBshouldnot. The highrate of false alarms candiscourage suchauser. At worst,

themonitor will be turnedo�or ignoredaltogether.
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AdministrativeOverhead

Monitoring programs can impose a fairlyheavyadministrative workload. They impose a

moderate degree of overheadat installationtime; this is especiallytrue if several di�erent

systemsaretobeprotected. Thegreatest amount of overheadwill probablyresult fromfalse

positives, though. This will varygreatlyaccordingtothe users' level of expertise.

Ontheother hand, themonitoringsoftwaredoes not havetobeupdatedfrequently. It is not

virus-speci�c, so it will not require updating until newvirus techniques are devised. (It is

still important toremainup-to-date; eachtimeanewclass of virus technologyis developed,

anumber of variations emerge.)

E�ciency

Monitoring packages are integratedwith the operating systemso that additional security

procedures are performed. This implies some amount of overheadwhen any programis

executed. The overheadis usuallyminimal, though.

4.2.3 Summary

Monitoringsoftwaremaybe di�cult touse but maydetect somenewviruses that scanning

does not detect, especiallyif theydonot use newtechniques.

These monitors produce a highrate of false positives. The users of these programs should

be equippedtosort out these false positives ontheir own. Otherwise, the support sta�will

be severelytaxed.

Monitors can also produce false negatives if the virus doesn't performany activities the

monitor deems suspicious. Worse yet, some viruses have succeededinattackingmonitored

systems byturningo�themonitors themselves.

4. 3 Access Control Shel l s

Access control shells functionas part of the operating system, muchlikemonitoring tools.

Ratherthanmonitoringforvirus-likebehavior, theshell attemptstoenforceanaccesscontrol

policyfor the system. This policyis describedinterms of programs andthe data�les they

may access. The access control shell will sound an alarmevery time a user attempts to

access or modifya�lewithanunauthorizedsoftwarepackage.
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4.3.1 Functional i ty

To performthis process, the shell must have access to identi�cation and authentication

information. If the systemdoes not provide that information, the access control shell may

include it. The access control shell mayalso include encryptiontools. These tools canbe

used to ensure that a user does not reboot fromanother versionof the operating system

to circumvent the controls. Note that mayof these tools require additional hardware to

accomplishthese functions.

Access control shells are policyenforcement tools. As aside bene�t, theycanperformreal-

timedetectionof viruses andTrojanhorses. Theadministrator of suchasystembeginswith

a descriptionof authorizedsystemuse, thenconverts that descriptionintoa set of critical

�les andthe programs whichmaybe usedtomodify them. The administrator must also

select the �les whichrequire encryption.

For instance, a shipping clerkmight be authorizedto access the inventorydatabase witha

particular program. However, that same clerkmaynot be allowedto access the database

directlywiththedatabasemanagement software. Theclerkmaynot beauthorizedtoaccess

theaudit records generatedbythetrustedapplicationwithanyprogram. Theadministrator

wouldsupplyappropriate access control statements as input tothemonitor andmight also

encrypt the database.

4.3.2 SelectionFactors

Accuracy

Accesscontrol shells, likemonitoringtools, dependuponthevirusorTrojanhorseworkingin

anexpectedmanner. Onpersonal computer systems, this is not always avalidassumption.

If the virus uses methods that the access control shell does not monitor, the monitor will

produce false negatives.

Evenwith the access control shell, a well-behavedvirus canmodify anyprogramthat its

host programis authorizedtomodify. Toreduce the overhead, manyprograms will not be

speci�callyconstrained. This will allowa virus to replicate and is another source of false

negatives.

Falsepositivescanalsooccurwithaccess control shells. Thesystemadministratormusthave

su�cient familiaritywiththesoftwaretoauthorizeaccess toevery�lethesoftwareneeds. If

not, legitimate accesses will cause false alarms. If the systemis stable, suchfalse positives

shouldnot occur after aninitial debuggingperiod.
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Ease of Use

These tools are intendedfor highlyconstrainedenvironments. Theyusuallyare not appro-

priate for theaverageuser at home. Theycanalsoplaceagreat deal of overheadonsystem

administrators. The access control tables must be rebuilt eachtime software or hardware

is addedto a system, jobdescriptions are altered, or securitypolicies are modi�ed. If the

organization tends to be dynamic, sucha tool will be verydi�cult to maintain. Organi-

zations withwell-de�nedsecuritypolicies andconsistent operations may�ndmaintenance

quite tolerable.

This software is easyfor users, though. Theysimplylog inandexecutewhatever programs

they require against the requireddata. If the access control shell prevents the operation,

theymust gothroughthe administrator toobtainadditional privileges.

E�ciency

Anaccess control shell modi�es theoperatingsystemsothat additional securityprocedures

areperformed. This implies some amount of overheadwhenanyprogramis executed. That

overheadmaybe substantial if large amounts of datamust be decryptedandre-encrypted

uponeachaccess.

AdministrativeOverhead

Anaccess control shell shouldnot require frequent updates. The software is not speci�c to

anyparticular threat, sothesystemwill not requireupdates until newtechniquesaredevised

for malicious code. Onthe other hand, the access control tables whichdrive the software

mayrequire frequent updates.

4.3.3 Summary

Access control shells may be di�cult to administer, but are relatively easy for the end-

user. This typeof tool is primarilydesignedfor policyenforcement, but canalsodetect the

replicationof avirus or activationof aTrojanhorse.

The tool mayincur highoverheadprocessingcosts or be expensivedue tohardware compo-

nents. Bothfalse positives andfalse negatives mayoccur. False positives will occur when

the access tables do not accuratelyre
ect systemprocessing requirements. False negatives

will occur whenvirus replicationdoes not con
ict withthe user's access table entries.
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4. 4 Checksums f or Change Detect i on

Change detection is a powerful technique for the detectionof viruses and Trojanhorses.

Change detectionworks onthe theorythat executables are static objects; therefore, modi�-

cationof anexecutableimplies apossible virus infection. The theoryhas abasic
aw: some

executables are self-modifying. Additionally, ina software development environment, exe-

cutables maybe modi�edbyrecompilation. These are twoexamples where checksumming

maybe aninappropriate solutiontothe virus problem.

4.4.1 Functional i ty

Change detection programs generally use an executable as the input to a mathematical

function, producing a checksum. The change detectionprogramis executed once on the

(theoretically)cleansystemtoprovideabaseline 3 for testing. Duringsubsequentexecutions,

theprogramcompares thecomputedchecksumwiththebaselinechecksum. Achangeinthe

checksumindicates amodi�cationof the executable.

Change detectiontools are reactive virus detectiontools. Theycanbe usedtodetect any

virus, since theylook for modi�cations inexecutables. This is a requirement for anyvirus

to replicate. As longas the change detector reviews everyexecutable inits entiretyonthe

systemandis usedinaproper manner, avirus cannot escape detection.

Change detection tools employ two basic mathematical techniques: Cyclic Redundancy

Checks (CRC) andcryptographic checksums.

CRC-Codings

CRCchecksumsarecommonlyusedtoverifyintegrityof packets innetworksandother types

of communications betweencomputers. Theyare fairlye�cient andwell understood. CRC-

based checksums are not extremelysecure; they are based ona knownset of algorithms.

Therefore theycanbe broken(the particular algorithmcanbe guessed) byaprogramif it

can�ndthe checksumfor a�le.

CRCchecksumtools, likeall changedetectiontools, canonlydetect that avirus has repli-

cated. Additionally, the executablemust be appear inthe baseline.

Cryptographic Checksums

Cryptographic checksums are obtainedbyapplying cryptographic algorithms to the data.

Bothpublic andprivatekeyalgorithms canbe used. Ingeneral, private keyalgorithms are

3Th e o r i g i n a l � l e n a me s a n d t h e i r c o r r e s p o n d i n g c h e c k s u ms .
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usedfor e�ciency. These techniques are sometimes usedinconjunctionwithtwoother pro-

cedures todecrease systemoverhead. These techniques aremessage digestingandhashing. 4

InMessage Digesting, hashing is usedinconjunctionwithcryptographic checksums. The

hashfunction, whichis veryfast, is applieddirectlyto the executable. The result is much

smaller thanthe original data. The checksumis computedbyapplying the cryptographic

function to the hash result. The �nal result approaches the cryptographic checksumfor

security, but is muchmore e�cient.

4.4.2 SelectionFactors

Accuracy

Properlyimplementedandused, changedetectionprograms shoulddetect everyvirus. That

is, there are no false negatives withchange detection. Change detectioncanresult inhigh

numbers of false positives, however. Programs tendto store con�guration information in

�les containingexecutablecode. If these�les arechecksummed, as theyshouldbe, achange

incon�gurationwill trigger thechangedetector. Additionally, thesystemmustbevirus-free

whenthe checksumsare calculated; resident viruses mayfool thechangedetectionsoftware.

Ease of Use

Change detectionsoftware is more challenging to use thansome other anti-virus tools. It

requires goodsecurityprocedures andsubstantial knowledge of the computer system. Pro-

cedurally, it is important toprotect thebaseline. Thechecksums shouldbestoredo�-lineor

encrypted. Manipulationof thebaselinewill makethesystemappear tohavebeenattacked.

Analysis of the results of a checksumming procedure is also more di�cult. The average

user maynot be able todeterminethat one executable is self-modifyingbut another is not.

Falsepositives duetoself-modifyingcode candiscourage suchauser, until theoutput of the

changedetector is ignoredaltogether.

AdministrativeOverhead

Changedetectionsoftwareis easytoinstall andit requires noupdates. Thebaselinemustbe

establishedbyaquali�edsta�member. This includes the initial baseline, as well as changes

to the baseline as programs are addedto the system. Once inoperation, a highdegree of

support canbe requiredfor the average end-user, however. Aquali�edsta�member must

beavailabletodeterminewhether or not achangetoaparticular executableis duetoavirus

or simplyaresult of self-modi�cation.

4Di s c u s s i o n o f c r y p t o g r a p h i c t e r mi n o l o g y i s b e y o n d t h e s c o p e o f t h i s d
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E�ciency

Change detectors do not impose anyoverheadongeneral systemuse. There is, however,

some storage overheadfor the baseline checksums. These are best storedo�-line withthe

checksumprogram.

Thecalculationof checksums is computationallyintensive; themathematical functionsmust

be calculatedonat least aportionof the executable. Tobe exhaustive, the functionshould

be calculatedonthe entireexecutable.

4.4.3 Summary

If change is detected, there are several possibilities: a virus infection, self-modi�cation,

recompilation, ormodi�cationof thebaseline. Aknowledgeableuser is requiredtodetermine

the speci�c reasonfor change.

Theprimarystrengthof changedetectiontechniques is theabilitytodetect newviruses and

Trojanhorses. The limitationof change detectionis the needfor a knowledgeable user to

interpret the output.

4. 5 Knowl edge-Based Vi rus Removal Tool s

The primary means of automated removal of virus infection is knowledge-based removal

tools. These removal tools attempt to reverse the modi�cations a virus makes to a �le.

After analyzing a particular virus to determine its e�ects on an infected �le, a suitable

algorithmis developedfor disinfecting�les. Tools are availablewhichaddress onlyasingle

virus. These single virus disinfectors are usually developedas the result of a particularly

virulentoutbreakof avirus. Othersdetectors aregeneral virus removal programs, containing

removal algorithms for several viruses.

4.5.1 Functional i ty

Knowledge-basedremoval tools restoreanexecutabletoits pre-infectionstate. All modi�ca-

tions totheoriginal executablemustbeknowninorder toaccomplishthis task. For example,

if a�le is infectedwithanoverwrittingvirus, removal is not possible. The informationthat

was overwrittencannot be restored.



22 4 TOOLS AND TECHNI QUES

Themost critical pieceof informationintheremoval process is theidentityof thevirus itself.

If the removal programis removingJerusal em-DC, but thehost is infectedwithJerusal em-

E2, the process couldfail. Unfortunately, this informationis oftenunavailableor imprecise.

This is whyprecise identi�cationtools are needed.

4.5.2 SelectionFactors

Disinfectingsoftwareis not veryaccurate, for avarietyof reasons. Theerror rates are fairly

high; however, most are soft errors. This is aresult of incompleteinformationregardingthe

virusandthelackof qualityassuranceamongviruswriters. Additionally, removal techniques

tendto fail whena systemor �le has beeninfectedmultiple times (i.e., bythe same virus

more thanonce, or bymore thanone virus).

These programs are relativelyeasy to use andcandisinfect large numbers of programs in

a veryshort time. Anysystemoverheadis inconsequential since the systemshouldnot be

useduntil the virus is removed.

4.5.3 Summary

Accurateremoval maynot bepossible. Evenif it is theoreticallypossible, precise identi�ca-

tionof the virus is necessarytoensure that the correct removal algorithmis used.

Certainviruses (e.g., overwritingviruses) alwayscause irreparabledamage toanexecutable.

Some extraordinarilywell-behavedviruses canbe disinfectedeverytime. Most viruses fall

somewhere inbetween. Disinfectionwill oftenwork, but the results are unpredictable.

Some executables cannot be recoveredto the exact pre-infectionstate. Insucha case, the

�le lengthor checksumof thedisinfectedexecutablemaydi�er fromthe pre-infectionstate.

Insucha case, it is impossible topredict the behavior of the disinfectedprogram. This is

the reasonvirus researchers generallydislikeremoval programs anddiscourage their use.

4. 6 Research E�orts

The following subsections describe researchareas inthe anti-virus �eld. Newtools, based

ontechniques developedinthese andother areas, maybe available inthe near future.
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4.6.1 Heuristic BinaryAnalysis

Static analysis detectiontools, baseduponheuristicbinaryanalysis, are a focus of research

at this time. Heuristicbinaryanalysis is amethodwherebythe analyzer traces throughan

executable looking for suspicious, virus-like behavior. If the programappears to perform

virus-likeactions, awarningis displayed.

Functionality

Binaryanalysistools examineanexecutableforvirus-likecode. If thecodeutilizestechniques

whichare commontoviruses, but oddfor legitimateprograms, the executable is 
aggedas

\possiblyinfected."Examples includeself-encryptedcodeor codethat appears tohavebeen

appendedtoanexistingprogram.

SelectionFactors

Bothfalse positives andnegatives are sure toresult withuse of this typeof software. False

positives occur whenanuninfectedprogramuses techniques commontoviruses but uncom-

moninlegitimateprograms. False negatives will occur whenvirus code avoids use of those

techniques commontoviruses.

Binaryanalysis tools are fairlyeasytouse. Theuser simplyspeci�es aprogramor directory

tobe analyzed. Analyzingthe results is more di�cult. Sortingout the false positives from

real infectionsmayrequiremoreknowledgeandexperiencethanthe averageuser possesses.

Heuristic analysis is more computationally intensive than other static analysis methods.

This methodwouldbe inappropriate for daily use on a large number of �les. It is more

appropriate for one-time use onasmall number of �les, as inacceptance testing.

Aheuristic analysis programwill require updates as newtechniques are implementedby

virus writers.

Summary

Earlyexamples of this class of tool appear tohave fairlyhigherror rates as comparedwith

commercial detectionsoftware. As withsystemmonitors, it is di�cult tode�ne suspicious

in a way that prevents false positives and false negatives. However, these types of tools

havebeenusedsuccessfullytoidentifyexecutables infectedby\new"viruses inafewactual

outbreaks.

Heuristicbinaryanalysis is still experimental innature. Initial results havebeensu�ciently

encouraging to suggest that software acceptance procedures could include these tools to

augment more traditional technology.
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4.6.2 Precise Identi�cationTools

Precise identi�cation tools are a means bywhichviruses are namedwith a muchhigher

degree of assurance. These tools are intendedtoaugment detectiontools. Once avirus has

beendetected, a precise identi�cationtool wouldbe invokedin order to more accurately

identifythe virus.

Functionality

Virus scanners, currentlythemost commonvirus detectionmethod, generallyemploysigna-

ture scanningtodetect andidentifyviruses. This method, however, canleadtomisidenti�-

cations. The signature that the scanner matchedcouldappear inmore thanone variant of

the virus. Toavoidmis-identi�cationthe whole virus must match, not just a subset of the

virus (i.e., the signature). It is neither feasible nor desirable for identi�cationsoftware to

be distributedcontainingthe code toall viruses it candetect. Therefore, prototype precise

identi�cationtools utilize a \virus map" to represent the contents of the virus. The virus

mapcontains checksumvalues for all constant parts of the virus code. Themapskips over

sections of thevirus that containvariableinformationsuchas text or systemdependentdata

values.

If thechecksumsgeneratedbythecorrespondingportions of theprogrammatch, theprogram

is almost certainlyinfectedbythe virus corresponding to the map. If none of themaps in

the database correspond, the programis infectedbyanewvirus (or is uninfected.)

SelectionFactors

The qualityof the results producedbya precise identi�cationtool is dependent uponthe

qualityof the virus mapdatabase. If that has beendone well andkept current, these tools

are extremelyaccurate andprecisewhenidentifyingknownviruses. Conversely, if the virus

is newor has no corresponding entryinthe database, the precise identi�cationtool should

always \fail" toidentifythe viruses.

This typeof tool is easytouse. Theuser simplyspeci�es anexecutable, andthetool returns

aname, if known. The results are straightforward; it is virus \X,"or unknown.

Precise identi�cationtools are slowdue tothe intensivenature of the computations. These

tools maybeusedtoperformanidenti�cationpass after theuseof amoree�cientdetection

tool. Suchaplanwouldprovide the user withthe bene�ts of precise identi�cationwithout

great overhead. Onceavirus has beendetected, the user wants toknowexactlywhat virus

he has andtime is not asigni�cant factor.
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Summary

Users want toknowmore about thevirus infectingtheir systems. Precise identi�cationwill

helpthemobtainmore complete informationandcanalso facilitate automatedremoval.

Researchers will alsowishtouse this typeof tool. It will allowthemtoseparate samples of

knownviruses fromnewones without performinganalysis.

4. 7 Other Tool s

The remainingtools, systemutilities andinoculation, are includedfor completeness. These

tools canbeusedtoprovidesomemeasureof functionality. Ingeneral, however, these tools

areweaker thangeneral anti-virus tools.

4.7.1 SystemUti l i ties

Some viruses canbe detectedor removedwithbasic systemutilities. 5 For example, most

DOSboot sector infectors andsomeMacintoshviruses canberemovedwithsystemutilities.

Systemutilities canalsobe usedtodetect viruses bysearching for virus signatures. These

tools havearather limitedfocus, though.

Viruses that canbe disinfected\byhand"are generallythe extremelywell-behaved, highly

predictable viruses that are well understood. Suchviruses are the exception, not the rule.

There aremanymore viruses that cannot be disinfectedwiththese tools.

Where possible, disinfectionwith systemutilities will produce dependable results. Area-

sonable amount of knowledge is requiredabout the computer systemand the virus itself,

though. This techniquecanalsobe verylaborious if a largenumber of systems are infected.

Systemutilities are anine�cient means of detection. Generally, onlyone signature canbe

handledat atime. This might be auseful technique if aspeci�c virus is tobe detected.

Summary

Accurateremoval bysystemutilities is frequentlyimpossible. Certainclasses of viruses (e.g.,

overwritingviruses) alwaysdamagetheexecutablebeyondall hopeof repair. Othersmodify

theexecutableinrather complicatedways. Onlyviruses that areextremelywell-behavedcan

be disinfectedeverytime. Similarly, detectionwithsystemutilities has limitedapplication.

5Two e x a mp l e s o f t h e s e s y s t e m u t i l i t i e s a r e No r t o n Ut i l i t i e s f o r t h e PC
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4.7.2 Inoculation

In some cases, an executable canbe protectedagainst a small number of viruses by \in-

oculation." This technique involves attachingthe self-recognitioncode for the virus to the

executable at the appropriate location.

Since viruses mayplace their self-recognitioncodes inoverlappinglocations, the number of

viruses that canbe inoculatedagainst simultaneouslywill besmall. Tomakematters worse,

a commonwayto create a newvariant is to change the self-recognitioncode. Thus, this

techniquewill oftenfail whentestedbyminor variants of the viruses inoculatedagainst.

Inoculation is no substitute for more robust anti-virus tools and procedures. It might be

useful, though, if an organization has had recurring infections froma single virus. For

example, after cleaningthreeor four outbreaks of aparticular virus fromanetworkof PCs,

inoculationmight be consideredas adesperationmeasure.
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5 Sel ect i ng Ant i -Vi rus Techni ques

Theselectionof theappropriateclass of anti-virus tools requires answers tothefollowingset

of questions:

� What is the probabilityof avirus infection?

� What are the consequences of avirus infection?

� What is the skill level of the users inyour organization?

� What level of support is available to the end-user?

The�rst twoquestions address risk; securityshouldalwaysbecommensuratewithneed. The

thirdandfourthquestions address the limitations of the tools andpersonnel. The answers

will be di�erent for eachpersonor organization.

Everyorganization is at some riskof virus infection. Virus infections canoccur whenever

electronic informationis shared. Everyorganizationshares informationinsomewayandis

apotential victimof avirus infection. Most organizations shouldhavesome tools available

todetect suchaninfection.

Personal computer users maybene�t fromtools to identifyviruses, since somanyviruses

exist. Identi�cation tools are not necessary where viruses are fewor only theoretically

possible.

The use of removal tools is generallynot required. 6 It maybe desirable insituations where

a single personor a small teamis taskedwithcleaningupafter aninfectionor where high

connectivitycanresult inrapidspreadof the virus (suchas networks).

5. 1 Sel ect i ng Detect i on Tool s

The �rst point to consider whenselecting a detectionproduct is the type of viruses likely

tobe encountered. Approximately95percent of all virus infections are accountedfor bya

small number of viruses. The viruses that constitute this small set canvarygeographically.

The commonviruses canbe distinct ondi�erent continents, due tothe paths inwhichthey

travel. Of course, di�erent hardware platforms will be at riskfromdi�erent viruses.

International organizations maybe vulnerable to a larger set of viruses. This set maybe

obtainedbymerging the sets of viruses fromdi�erent geographical regions where theydo

6Ex c e p t i o n s , s u c h a s t h e DI R- 2 PC v i r u s , ma y b e e x t r e me l y d i �c u l t t o r e m

I n t h i s c a s e , t h e o n l y a l t e r n a t i v e t o r e mo v a l t o o l s i s t o f o r ma t t h e d i s k
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business. Organizations withcontacts or installations in locations where virus writers are

particularlyactive [Bon91] are alsomore likelytoencounter newviruses.

Riskfromnewviruses is animportant consideration. Scanners are limitedbytheir designto

knownviruses; other detectiontools aredesignedtodetect anyvirus. If your organizationis

at highriskfromnewviruses, scanners shouldnot be thesoledetectiontechniqueemployed.

Another important criteriatoconsider is thenumberandtypeof errors consideredtolerable.

The tolerance for a particular type of error in an organizationwill varyaccording to the

application. Table 1 shows the types of errors whichshouldbe expected. Anestimate of

the frequencythat this class of error is encountered(Infrequent , Frequent , or Never) is also

givenfor eachclass of tools anderror type. All anti-virus tools are subject to errors, but

their relative frequencies varywidely. Scanners probablyhave the lowest overall error rate.

Checksummers donot produce false negatives.

Signatures

can occur

in valid

files

Infrequent

Every time

a program

is modified

Frequent

In our

test, 15%

errors

Frequent

Whenever

a legitimate

program performs

virus-like actions

Frequent

Whenever

a legitimate

program performs

virus-like actions

Frequent

Analysis

Binary

Monitor

Generic

Viruses that

can be missed

circumvent OS

Frequent

Viruses that

can be missed

circumvent OS

Frequent

In our

test, 8%

errors

Frequent

Negatives

False

Positives

False

Error
Types

Detection
Tool

May not detect

variants; won’t

viruses

detect new

Viruses

always change

Never

executables

Shell

Access

ControlScanner Checksum

Infrequent

Table 1: Types of errors.

The thirdand fourth items to consider whenselecting anti-virus tools are the ease of use

andadministrativeoverheadrequiredfor eachtool. Questions toconsider are:

� What is the average skill level of your organization's end-user?

� Doesyourorganizationhaveasupport sta�toassistuserwithmoretechnical problems?

Table2includes ageneral evaluationof theeaseof useandadministrativeoverheadimposed

byeachclass of tools.
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Analysis

Binary

Monitor

Generic
Detection
Tool

Administrative

Overhead

Easy of

Use

Scanner Checksum

Criteria

Very Good Average Poor Poor Average

Requires no

special

knowledge of

the system

Easy to use;

results may

be difficult

to interpret

Easy to use;

results must

be verified

Results are

difficult

to interpret

Easy to use;

Configuration

is an impediment

Low Low
Requires fre-

quent updates.

Little add’l

No updates

req. Assist in

Few updates.

High

Much verifi-

cation of
support req’d results results

Few updates.

High

Much verifi-

cation of

Few updates.

High

Much verifi-

cation of
results results

interpreting

Access

Control
Shell

Table 2: Personnel requirements.

If several tools still appear tobe candidates, consider the functionalityof these tools beyond

virus detection. Viruses areonlyoneof themanythreats tocomputer security. All detection

tools except scanners havegeneral securityapplications beyondviruses. Scanners arelimited

inapplicationtoviruses, but havetheaddedfunctionalityof virus identi�cation. 7 Consider

the addedfunctionalitywhichis most neededbyyour organizationandchoose accordingly.

The alternatives are outlinedintable 3.

Analysis

Binary

Monitor

Generic

Additional

Functionality May also

detect known

trojan horses

Scanner Checksum

Detection Tool

Detection of

trojan horses

and altered

Detection of Detection of Enforcing

organizations

security

data

trojan horses trojan horses

policy

Identification;

Shell

Access
Control

Table 3: Additional functionality.

The �nal selectioncriteriatobe consideredis whendoes the tool detect viruses. Proactive

detectiontoolsallowtheuser tokeepviruseso�asystembytestingincomingsoftware. These

7S o me s c a n n e r s c a n a l s o d e t e c t k n o wn Tr o j a n h o r s e s .
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tools onlyallowone chance of detecting a virus (upon initial introductionto the system).

Activedetectiontools interveneduringthe replicationphase itself. Reactivedetectiontools

canbe usedanytime after avirus has enteredthe system. Additionally, reactive tools are

not as rigorous intheir demands onsystemperformance. Table4showswhenthesedi�erent

tools detect viruses.

Detection

Scanner
Tool

Checksum
Binary

Analysis

Generic

Monitor

Static

Executable

Point of
Detection

After

Infection

Replication

Phase

NoYes No

No No Yes

Yes Yes Yes

No

Yes

No

No

Yes

Yes

Shell

Access

Control

Table 4: Whentools detect?

5.1.1 Combining DetectionTools

Themost completeprotectionwill beobtainedbycombiningtoolswhichperforminradically

di�erent fashion andprotect against di�erent classes of viruses. For instance, whenused

together ascanner andachecksumprogramwill protect against bothknownandunknown

viruses. The scanner candetect knownviruses before softwareis installedonthe system. A

virus canbemodi�edtoeludethescanner, but itwill bedetectedbythechecksumprogram.

Thetwotools shouldhavedi�erent \additional functionality"(seetable3) toformthemost

comprehensivesecuritypackage. For instance, the combinationof achecksumprogramand

anaccess control shell wouldalso detect Trojanhorses andenforce organizational security

policy in addition to virus detection. On the other hand, adding a binary analyzer to a

systemthat alreadyemploys checksummingwouldnot provideadditional functionality.

If youmust use twoscanners, be sure that theyuse di�erent searchstrings. Anumber of

tools arebasedonpublishedsearchstrings; sharewaretools commonlyutilizethesamepublic

domainsignature databases. Twodi�erent scanner engines looking for the same strings do

not provideanyadditional protectionof information. 8

8Al g o r i t h ms f o r d e t e c t i o n t e n d t o b e i n d e p e n d e n t l y d e v e l o p e d .
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5. 2 Ident i �cat i on Tool s

Currently, scanners are the only e�ective means of identifying viruses. As discussed in

Section3.1.2, theaccuracytowhichscanners identifyviruses canvary. Inthefuture, precise

identi�cationtools shouldo�er greatlyincreasedaccuracy.

5. 3 Removal Tool s

The most dependable technique for virus removal continues to be deletionof the infected

executable andrestorationfromacleanbackup. If backups are performedregularlyandin

aproper manner, virus removal tools maybe neglected.

Inlarge organizations withhighconnectivity, automatedremoval tools shouldbe obtained.

Virus eradicationthrough the removal of infectedexecutables mayrequire too muchtime

ande�ort. Knowledgebasedtools will disinfect the largest number of di�erent viruses, but

proper identi�cationof thevirus prior todisinfectionis critical. Evenwithknowledgebased

removal tools, disinfection of executables is not always reliable (see Sec. 3.1.3). Test all

disinfectedexecutables tobe sure theyappear to execute properly. There is still a chance,

however, that soft errors will occur.

5. 4 Exampl e Appl i cat i ons of Anti -Vi rus Tool s

This sectionprovides hypothetical scenarios for the use of anti-virus tools. For eachappli-

cation, abatteryof tools is suggested. There are several ways these tools canbe appliedto

the same scenario; this text represents just one set of rational solutions.

5.4.1 Average End-User

Detailed knowledge of the computer systemis not required for the average end-user to

performone's job. Sucha user shouldnot be requiredto obtaindetailedknowledge just

to use anti-virus tools. This implies that scanners are probablymost appropriate for the

average end-users. Any other choice will require support froma technical support team

or computer securityincident response team. Of the remaining tools, the best optionis a

checksumprogram. Byexecuting the checksumprogramregularly, for example weeklyor

monthly, infections will be detectedwithinalimitedtimeframe.

Another possibilityis torelievetheseusers of the responsibilityof detectingviruses entirely.

If a technical support teamis alreadyproviding other regular services (e.g., backup), the

support teamcanuse anycombinationof anti-virus tools deemednecessary.
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5.4.2 Power Users

Powerusers, thosewithdetailedknowledgeof theircomputersystems, will bebetterequipped

tohandlealarger varietyof anti-virus tools. Apoweruser ismoreabletodeterminewhether

a change detectedbya checksumprogramis infact legitimate. Additionally, apower user

is goingtobe better equippedtocon�gure some of the other tools, suchas general purpose

monitors andaccess control shells.

5.4.3 ConstrainedUser

If the user is constrainedbypolicy to runa small set of programs against a knownset of

data�les, anaccess control shell maybe the appropriate choice. As anexample, consider a

dataentryclerkwhois permittedtorunoneparticular database applicationandabasic set

of utilities: mail, wordprocessing, anda calendar program. Anaccess control shell canbe

con�guredsothat anychanges toexecutable�les bythat user aredeemedillegal operations.

Additionally, if the set of executable�les is restrictedfor theuser, it is di�cult tointroduce

avirus intothe system. The virus is unable tospreadif it cannever be executed.

5.4.4 Acceptance Testing

Acceptancetestingis ameans bywhichsoftwareis veri�edtobe\virus-free"before it is put

intodailyuse. This is usuallyaccomplishedbyplacing the software onanisolatedsystem

and performing tests that are intendedto mimic every day use. Acombinationof anti-

virus tools is requiredto adequatelyperformthis function, whichmust detect bothknown

and future viruses. Inparticular, a checksumprogramis most useful. Evenif the trigger

conditions for the payloadare not met, the virus will still most likelyattempt to replicate.

It is the result of the replicationprocess that achecksumprogramdetects.

5.4.5 Multi -User Systems

Althoughviruses foundinthewildhavebeenlimitedtopersonal computer systems, viruses

for multi-user systems have been demonstrated in a number of laboratory experiments.

Therefore, the potential exists for viruses onmulti-user systems. As a result, it is prudent

toensure that the securitymeasures takenonamulti-user systemaddress viruses as well.

Currently, administrators of multi-user systems have a limitednumber of options for virus

protection. Administratorsof thesesystemscannot usemonitorsor scanners. Sincethereare

noknownviruses, therearenosignatures tosearchfor or expectedvirus behavior todetect.

Anoptionthat isavailabletoadministrators of multi-usersystems ischangedetection. Many
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of these systems are alreadyequippedwitha checksumprogram. Access control shells are

another possibility for many systems. Like access control, though, they are not usually

designedfor virus detection.

5.4.6 Network Server

Networkserverspresentaninterestingproblem. Theycansupportawidevarietyof machines,

butmayrunanentirelydi�erentoperatingsystem. For instance, aUNIXservermaysupport

anetworkof PCandMacintoshworkstations.

TheUNIXsystemcannot beinfectedbytheJerusalem-BorWDEFviruses, but infected�les

maybe storedonits disk. Once thenetworkserver has infected�les onit, theworkstations

it supports will rapidlybecome infectedas well.

Sincetheviruses never executeontheserver, theadministrator is limitedtostaticdetection

techniques suchas scanners or changedetectors. Thenature of networkservers allows these

tools tobe runautomaticallyduringo�-peakperiods.
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6 Sel ect i ng t he Ri ght Tool

Once ananti-virus technique has beenselected, an appropriate tool fromthat class must

be selected. This sectionpresents several features tobe consideredwhenselectingaspeci�c

product fromaclass of tools.

6. 1 Sel ect i ng a Scanner

Scanners are implementedin several forms. Hardware implementations, available as add-

onboards, scanall bus transfers. Software implementations include bothnon-resident and

resident software for the automatic scanningof diskettes.

Non-resident softwareis su�ciently
exibletomeetmost needs; however, tobe e�ectivethe

user must execute the software regularly. Hardware or resident software are better choices

for enforcing securitypolicy compliance. Resident scanners maybe susceptible to stealth

viruses.

Althoughmost scanners usesimilardetectiontechniques, notabledi�erencesamongproducts

exist. Questions that potential users shouldconsider whenselectingascanner include:

� Howfrequentlyis the tool updated? Ascanner must be updatedregularlyto remain

e�ective. Howfrequentlyupdates are neededdepends onwhichplatformthe scanner

is used. Update frequencyshouldbeproportional tothe rate at whichnewviruses are

discoveredonthat platform.

� Cantheuser addnewsignatures? This canbeveryimportant if aparticularlyharmful

virus emerges betweenupdates.

� Does the tool employalgorithmicdetection? For whichviruses does the tool use algo-

rithmicdetection? Algorithmicdetectionis preferabletotheuseof multiplesignatures

todetect polymorphic viruses.

� Howe�cient is the tool? Users are less likelyto use a slowscanner. There canbe a

signi�cant di�erence inperformance betweendi�erent searchalgorithms.

� Does the vendor developtheir ownvirus signatures, or are the signatures based on

publishedsearchstrings? There is nothing particularlywrong withpublishedsearch

strings, but it indicates thelevel of resources thevendorhas committedtotheproduct.

� What isthelevel of documentation? Somepackagesarrivewithlargefact-�lledbinders;

other packages are a single 
oppydiskwitha fewASCII �les describing installation

andparameters.



36 6 SELECTI NG THE RI GHT TOOL

6. 2 Sel ect i ng a General Purpose Moni tor

General purpose monitors are usually implementedinsoftware; however, hardware imple-

mentations do exist. Hardware versions maybe more di�cult to circumvent, but theyare

not foolproof. Thefollowingquestions shouldbeconsideredwhenselectingageneral purpose

monitor:

� How
exiblearethecon�guration�les? Candi�erentparts of themonitorbedisabled?

Canthemonitorbecon�guredsothat certainexecutablescanperformsuspect actions?

For example, a self-modifyingexecutablewill still needtobe able tomodifyitself.

� What typesof suspectbehavioraremonitored? Themoretypesof behaviormonitored,

the better. A
exiblecon�gurationtoselect fromthe set of features is desirable.

� Canthemonitor be recon�guredtoscanfor additional virus techniques? Areupdates

providedas newvirus techniques are discovered?

6. 3 Sel ect i ng an Access Control Shel l

Access control shells may be implemented in software or as hybrid packages with both

hardwareandsoftwarecomponents. If encryptionmodulesarerequired, theycanbedesigned

as software or hardware. The following questions shouldbe consideredwhenselecting an

access control shell:

� What type of access control mechanismdoes the shell provide and does it �t your

securitypolicy?

� If encryption is employed, what is the strength of the algorithms used? Ingeneral,

publiclyscrutinizedalgorithms are to be preferable to secret, proprietaryalgorithms

where youare depending onthe secrecyof the algorithm, rather thansecrecyof the

key.

� Howstrong are the identi�cationandauthenticationmechanisms? [FIP85] provides

basic criteriafor analyzingthe strengthof thesemechanisms.

� Arethepasswords themselvesadequatelyprotected? Passwords shouldneverbestored

incleartext.

6. 4 Sel ect i ng a Change Detector

Due to cost considerations, change detection tools are usually implemented in software.

However, hardware implementations do speedthe calculationof cryptographic checksums.

The followingquestions shouldbe consideredwhenselectingachange detector:
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� What kindof checksumalgorithmdoes the tool use - CRCor cryptographic? CRC

algorithms are faster. Cryptographic checksums aremore secure.

� Canthe tool be con�guredto skipexecutables that are knownto be self-modifying?

Consistent false positives will eventuallycause the end-user to ignore the reports.

� Howarethechecksumsstored? Sometools createachecksum�lefor everyexecutable,

which tends to clutter the �le systemandwastes disk space. Other tools store all

checksums inasingle�le. Not onlyis this techniqueamore e�cientuseof diskspace,

but it alsoallows the user tostore the checksum�le o�-line (e.g., ona
oppy).

6. 5 Sel ect i ng an Ident i �cat i on Tool

The followingquestions shouldbe consideredwhenselectingascanner for identi�cation:

� Howmanyviruses does it detect? Howmanydi�erent viruses are identi�ed? The

former asks howmany di�erent viruses are detected, whereas the latter asks how

many di�erent names are assigned to these di�erent viruses. If a scanner is using

signature strings, signatures canappear invariants. These questions will give some

understandingregardingthe level of precisionprovidedbyaparticular tool.

� Whatnamesareusedbytheidenti�cationtool? Manyviruseshavenumerous\aliases,"

so di�erent scanners will produce di�erent names for the same infection. This is es-

peciallytrue withIBMPCviruses. The identi�cationfeature of the scanner is only

useful if thescanner comeswithaviruscatalogoruses thesamenamesetas anavailable

catalog.

Precise identi�cationtools will be more useful when they become available, although the

same limitations regardingavirus informationcatalogwill still apply.

6. 6 Sel ect i ng a Removal Tool

Removal tools aremore di�cult toevaluate, but the followingitems maybe of assistance:

� Askfor a list of viruses that canbe removed, andthe general level of accuracy. (For

example, \75% of disinfections will result inaworkingexecutable.") Askfor a list of

viruses that cannot be removed. Use the ratio for the basis of a roughcomparison.

� Get ascanner andremoval tool that workfromthe same namingspace. The removal

tool works onthe basis of the virus youname. Youneedto supply it withthe name

bywhichit knows thevirus. Matchedidenti�cationandremoval tools are requiredto

make it work.
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7 For Addi t i onal I nformat i on

TheNational Instituteof Standards andTechnology'sComputer SecurityDivisionmaintains

anelectronic bulletinboardsystem(BBS) focusing oninformationsystems securityissues.

It is intendedtoencourage sharingof informationthat will helpusers andmanagers better

protect their dataandsystems. TheBBScontains thefollowingtypesof informationspeci�c

tothe virus �eld:

� alerts regardingnewviruses, Trojanhorses, andother threats;

� anti-virus product reviews (IBMPCandMacintosh);

� technical papers onviruses, worms, andother threats;

� anti-virus freewareandshareware; and

� archives of theVIRUS-Lforum.

Occasionally, the alerts containsignature strings to update scanners. The anti-virus prod-

uct reviews examine andevaluate speci�c tools. The papers provide anextensive body of

basic knowledge regarding these threats. The VIRUS-Lforumhas servedas aworld-wide

discussion forumfor the exchange of informationregarding viruses since April 1988. The

past issues are available for download.

Access Information

The NISTComputer SecurityResource Center BBScanbe access via dial-upor through

the Internet viatelnet:

Dial-upaccess: (301) 948-5717 (2400baudor less)

(301) 948-5140 (9600baud)

Internet: telnet cs-bbs.ncsl .nist.gov (129.6.54.30)
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