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Abstract

Computer viruses contimue to pose a threat to the integrity and availability of
conputer systens. This is especially true for users of personal conputers. A variety of
anti-virus tools are now available to hel p manage this threat. These tods use a wide
range of techni ques to detect, identify, and renove viruses.

Tis guide provides criteria for judging the functionality, practicality, and conve-
nience of anti-virus tods. It furnishes information vhi ch readers can wse to determne
vhi ch tod s are best suited to target envi ronments, but it does not veigh the rerits of
specific tods.
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1 Introduction

s dorat poids gidre in tle sdedian d sanrity tads fa pdedian agarst

aipter vrws.  Te stragls ad lintdias  wios dases d ati-urs tads ae

dsossed & vl & sprstias d qopide agdictias fa thee tads. Te tednd

gidme in ths darat is irtterdd to sypemat the gidree fard in NS['Sedd

Rician 3018 Computer Viruses and Related Threats: A Managerent Guide [W@.

hs darat auatraes cnwdy adldle tods ad tedniques & Wl & saaaag

g tedrdcges. It poids grerd gidme far the datiand ati-urs tals, regrdes
d dafam WKwee, saadasss d tads, ad nst abid podds, ae aly aaldde
fa prsod aptes. Iedges o ati-uns tads tae foased an persad capters
sine these sytam are arretly & the gedtest riskd ifedian

1.1 Audience and Scope

Hs damat is inedd piraly far tednc persard sdeding ati-virs tads fa an
agrizaian Alltiadly ths doret is wefd fa prsad capter adisas wo wish
tosdet aprgride sduias fa ther omsytem Hs dorat g s wthanoervew

d the typs I fudiadityadlddeinati-vrs podds adfdlos wthsdedionaiteria

v chrost ke aasi dred to ersure pradiicityad aaserieree. Fe body d the dorat

dsaites sprdft desses d ati-vns tads (e g, sares) intamd tle dediaaiteda
hs domat dees wtha surary arprirg the dffret dasss o tods ad syggsts
possi e agdicias.

Te gidie pesated in ths doreat is gred inmue Te dorat mHes ©

ateg to atbess speafc aapter stema ati-vrs tads. Ideer, & ths timthe
apter virs pdiemis net pesitg in the prsad cpter aea  Gseyatly

ot types d ati-virs tods are adldde & prsad capter padds. A aresdt, saa
ifaraion wll adhess thet spdft enirarat.

Certain commer ci al product s are identified in this paper in order to adequa
beingdescribed.In nocase does suchidentificationimplyrecommendation
Institute of SStandards and Technology,nor does it implythat the materi a
for the purpose.
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INTRODUCTI ON

1.2 How to Use This Document

Fe rermirdr d ths ssdianis dewbed to terrird qgy and lasic aawegs.

Sdion 2 dsaibes the dffrat typs d fudiadity tht ae saldleinati-uns tods.
Severd dffret typs d dHetiantads ae dsailed & wl & 1dttifrdionad rend
tads. Hsidardiostoldesist readrs inidatifyrgthe dasses d podds agropiae
fa ther enirarat.

Sdion 3 dsailes sam aitid sdetion fatas, idwdrg anray ese d we, ad d-
fdery Fe dsaipiond exh d these fadas is dyprt an tle fudicd deas &
podd in gestion Fese sdedion fadias are wad to dsaibe padd dasses in the
satias tht fdlow

Sdicn 4 dsailes spafc dasss d tads, suha sares a dedsurpoggas, adtle
tedniqes theyapdar hs sedinpoads the rescr wthdtaledirfardianregrdrg
the fudiadity anrag; ese d we ad dhidentyd these dasses d tads.

Sdion b pesats gidins fa the sdedion d the mot gyrgride dass d ati-vns
tads. It begrs byatling the irprtat emiraratd aspeds thet shold be aosi dred

Det, the ifardion fravsdion4 is suraizd ad a ey d tales coparirg ad
axtrasting the vrias dassss d tads are pesated TFe reandr d tle sation poids
seerd hyptheticd ser scrmics. Alattery o tods is sygested far exh agdictian

Sdion 6 preserts gicires far the sdediond the best tod frarmthna prtiolar dass.
Irprtart festires thet ray dstirgish podds frardhers wthna priiala dess ae
hligted

Hs dorat wil te st wefd if reed inits etirdy Idwner, the readr ray wsh to
skp the dtals o dffret tods ford in Sdicn 4 cnanintid redrg Sdion 5 may

hd ptle reactr rarrowtle faas to spedfc dessess d tads far a spedfc emramat. Fen
the reackr ray rebun to Stian 4 far dals an these desses d tads.

1.3 Ikfinitions and Basic Concepts

Hs setian preserts irfard dfnitias ad lasic aegds tht wil be wed thoghot
the darat. Hs is irtedd to daify the remirg d crtan temm iach ae wed
irasistetlyintle virs fdd e, ths sedianis it irterddes a pirer anvirses.
Allticd edgardidamimad s edersie “Sgested Redrg” list raybe ford
inNSTSedd RHiction 30165 [V@).



1.3 Definiti ons and Basi c Concepts 3

Avirus is a sdf-redicdirg ok segat Wich st ke dtaded to a bt exataie 1
W tle fost is eeated the vrs cd dso esntes. If posile the virs wil redicde

by dtatdirg a apy d itsdf to adler esatdle Fe vrs my irduk an atitiad

‘fastaad’ thet trigers wen sprafc axdtias ae . ¥ eagle, samvinses dsgay

amesge ana prtialar dte

AFojan horse is a pggantht pefam a dsired tsk bt dso irdwds wepsted
(ad udsirdle) fudias. Inths respat, a Bjanlose is srila to avins, ewgd a
Tyanhose des 1t redicte. Aeaped a Byanhose wldle aned tirg pogram

fa a mti-wer sytenrmich bes been mdfed to randity dee ae d the we’s fles
exhtimatlt pagams sed Fe pogamald prfamts md, epdedfudian
(edtirg), bt tle Hetias ae veqeded ad udsired Aot pogarths Is ben
ifeded by a vrs is dten dsaibed & a Tyanlase  Ibeer, fa the prpses & ths
domat, the teniRyan hose Wil eduk drs-ideded pogam

Awormis a sdf-refictirg pggam It is sdf-aatared ad des b regire a ot
pogan Te poranaedes the apy ad ass it to esate © wer iteratianis
regired Wismcomad yutili 7 rebvark servi ces to propgte to dher aapter syterm

Avari art is avirs tht is grerded by midfyirg a kom vins. Bapes ae mdfi
atias thet all fudicdity o eak dedion Fe temmaiat is wdly aied aly
ven the rd freti as are o inmtue Aeage wldle dagg the triger dte
frarif diy the 13h to rsdy the 12h

Aoverwi ti ng vrs wll dstroy ok a dtaintle lst pogarty redadrgit wthtte
vrs axk It sholdbe rdedtle most virses dtagd torgdnthe aiga bt pogats

axk ad fudiadity dter ifetion lecase the virs is nre likdy to ke dteded ad
dHeed if the pagamesses to wk  Anonr overwri ting vins is dsiged to gped
the ins axk to the gisicd edd the pogana to rae tle aigi ak to adler
lotian

Asel f-recogni ti on posdre is a tedrige werdy a virns dtarmes detler o
ameeatdle is dreadyifeded Te pocdre wly ind s seardirg fa a mtiala
Wie & a kom psitian in te esatdle SHf-raxgitianis regired if the virs is to
add mtigeidedias d asirge esntdle Mtide ifetias case exrssive goth
insizzd irfeded erntdies ad crresprdrg exessive stage speey, aatribtirgtothe
dHatiad the uns.

Aresi dent virs irstdls itsdf & prt & the qrrding sptempm esationd anirfeted
hest pogramn e virs wil remnresidat util the sytemis sht dm Qe istdled
inraay aresidst vrs is adldle to irfed dl sutdde husts that are anmssed

lAn executablei s an abstractionfor programs, command files and other objec
that can be executed. On a DOS PC, for example, this would include batch
EXE-format files and boot sectors of disks.
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I NTRODUCTI ON

Asteal thrs is aresidat uns thet dtergs toeak dedinby arod irgits pesece
inirfededfles. ‘Batierths, the vrs irterogds systerdls wicheatre the aaterts

a dtribtes d ifeted fles. Te resdts d these cdls st be dtered to carespnd to
the fi€s aigrd stde I eape, a stedth uns gt reae the vrs od franmn
esatade venit is read (rether thneseated) so thet anati-vins sdtvare pdege vill
exare the aigrd, wirfeded bt pogran

Aencrypted vns bes twrts: asmdl daypa ad the enryged urs bodr Wn

the s is esnted the dayda vl eeate fist ad doyg the virs by Fen

the vns body en eeate, reficting o e residat. Fe s body wil irduk

a erypga to gy drirg rediction  Avariably encrypted vins wil we dféret
emypiankes a eaygicdgriths  Hoygedvrses ae rae dftilt todssseatle

ad study sirce the researdrer st dearyd the axce

A pol ynorphi ¢ virs aedes apes drirg rediction tht ae fudicdly eqivdet
ht tme dstindly dféret bte stream D adiee ths, the vrs my raduty irsert
superflwos istrdias, iterdage the adr d indperdyt irstnutias, @ dose fran
anrer d dffrat erygion sdes. Hs widle qdity rdes tle vrs dfalt to

locde, ictify a rerae

Aresearch vrws is ae tht s benwitten ht hes rever een ulessted an the plic
TFese ird ut the sagles tht Tee been st to researders by virs witers. Vruses tht
I been seen atsick tle reserch axmmity are terrad “i n the wld”

It is dftilt to deerrire howray vrses edst. Rymagic virses ad mr wariats
arpicte the eqation  Rsearders dten cardt agree ether tw irfeded safes are
irfeted wth the samvrs a dféret vnses. WAl arsidr twvrses to ke dffret
if they cald it Tve edved framtle sam sade wtlot a hrdare erar @ hrm
radfetion



2 Functionality

Ati-urs tods prfanthree ksic fudias. "Bls my ke be wad to det ect, identify, a
renove urss. 2 Idbetion tods prfampedive dtediay adive dtetian o readive
datian T is, theydtat avins aeit esntes, drirgesntiay a dter eeatian
Idtifetion ad rerod tads ae rae stragtfavad in ther agdictiar rether is

ue util avrs bs ben ddated

2.1 Detection Tools

Itetiantods ded: the edsterre d avirs ana systemn Tese tads prfamtetiand
awaieyd pirts in the sytem Te vns my e ativdy esating residig in ey
a stoedinesntdle axk e virs myte deded bfae esntian drirgeeatiay
a dter esation ad regictian

2.1.1 Detection by Static Anal ysis

Jatic adlysis dediantads eatre estdles wilot eeating them Sthtads an
ke wedinpaadivea reativefashan ey enbe wadto dted ifeded axk fae it is
irtroded to a syterty testing dl dslettes bfae imstdling sdtvare an a system ey
cndsole sadina mre readivefashiay testirg a sytemm aregla bsis to et ay
virwes aocred bebveen dbecti on peses.

2.1.2 I2tection by Interception

'S pazgte, a vrws mst irfet dher ot pogam Sre dedian tads are irterdd
to irtereed ateyss to prfarsuch ‘llidt” adivties. Tese tads Ht the esation d
vrnsirfeted pogam & the uns dtags to rdicte o booa residat.  Me th
the s hs benirtrodoad to the systerad dterps to redicte bfae dtedian en

Qoaor.

Afewtools are designed to preventfi nfection by one or more viruses. The
limtedto Section 4. 7. 2, Inoculation, due t o their limited application.
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2.1.3 Idtection of Mod fication

Al virss case mdfedion d esotdies inthar rediction posss. A a resdt, tle
pesee d s an dso ke ddeded by serditg far the vepded radfrdian f
esctdles. Hs paess is sadires @ledintegrity checking.

Idetiond mdfetion ey dso idatifydher searitypdles, suh e the imstdlaian
d Ryanlases. Methd ths tyee d dedimtad vaks aly dter ifeded eeatddes
hese been irtrodoed to the sytemand the virus has replicat ed.

2.2 Identification Tools

Idutifationtads ae wedtoidatifywhi ch s s idededamrticla esntdde Hs
dlos the wer to dddan alticd ifamio dod the vrs. Hs is a wdd padtice,
sine it ray poice dws dwt dler typs d diage irorred ad gyrgride demp
procedres.

2.3 Remnmwoval Tools

Inmaycses, are avirs s endtededit is fardmnraas sptema innreas
esntdles m a sirde sptemn Rowry franaigrd ddettes @ den ks en le
atedas porss. Rmod tods dteyd to efietly restae the sytertoits wirfeded
state by rermiirg the virs ok frartle ifeded eentdie



3 Selection Factors

Qe the fudiad reqiremats tme ben dbenmed there wil still ke a lage asat-
rat d tads to duose fran TFere are sewerd imprtat sdedion fadas tht shodd ke
aysidred to emue thet the rigt tad is dededfa a mrticla emrarat.

Tere ae far aitid sdedion fadas: Acuracy, Fase of Use, Almmistrative Overhead
ad Syst em Yerhead. Anray dsails the tod’s rddive sunrss rde ad tle typs o
aras it enrde e d we dsailbes tle typad we’s dilitytoimstd]l ad eeate the
tod ad irterpret the resdts. Ahmistrative oertead is the resue o tednicd syt

ad dstribtion efrt regired  Sstemoerhed dsailes tle tod’s iqad @ sptem
perfarare  Fese fatas ae itroddeed bdow In dggh dsassias o these fadars are
insdseqet sdsetias.

Aorayis the ot imprtat o the sdedionfatas. Hras in ddeding idttifyirg a
rerairg viress udhrmire wer aafoee in a tod, ad dten case wers to dsregrd

virs varirg. Hras wil & best resdt inles o ting & varst they wil resdt induage

to dta ad pogam

Ese d e is aarerred wth mding the dgrord ad ablities o the syterts wer
to the aqpqride sdtvwe Hs is dso irmprtat sire apter wes ay gedly in
tedricd skills ad dility

Ahmistraive oetead an te ey imprtat & Wl Detribtion d wpdtes en e
a tireausunyg tsk in a lag agnzian @tan tads regire mtane by the
tedricd syput stfraler thntleerdwer. Hdsers wil reqire assistane toirterpet
resdts frarsaa tals; ths angae alage bhrdn o an agrizdials syprt stat It
is irprtat to dose tads tht yor agnztian bs the resarcs to supt.

Seterroertedis inaseqatid fravastrid searitypirnt d vew Acrde dtedian
idtiftion a read d the vns is tle impotat pirt. Ieer, ot o these tods
ae irtercd far edwsas. If a tod is slova cases dler gpictias to stop kg
edusers Wil dsddeit. Ths, dtetioresd tole mdto thetad’s dilityto wkgidly
ad to oeist wthdler gictias a the capter.

3.1 Accuracy

Aorayis etredyimrtat inthe we d dl ati-urs tods. Watuady dl ati-
vres tads rde emas. It is the type d ermas ad fregercy wth idh they asar thet is
irprtat. Dffret eras my ke cwd indféret wer semics.
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(Cmter wers ae dstribted oer a wek sptrurd. sptenkodege I thee wers

wth the sptemkolede to irdprdtly wrify tle ifamtion sypied by an ati-
vrs tad, anrayis b & get a cen Watuddy my aapter was ae
pepredfa suhatias. M suhwes, avrs ifetianis saat frigtenrgad vy
arfwrg If the ati-vurns tod is sypgygfdse ifardiay ths wil me ald sitition
vrse I these wers, the oerd] errar rde is b aiticd.

3.1.1 TIdtection Ddls

Itetion tads are epeded to idatify dl esatdies o a sytarthe hae benifeded
byavns. Hs tskis crgictedlytlerd ese d reminses adthe atinirgination

d rewidedio tedriqes. A a resdt, tle dtedion pocess an resdt inemas & tw
types: fal se positives ad fal se negatives.

W a dtetian tod idatifes an wirfeded eentdle & hst to a uns, ths is kom

& a fase positive (ths is dso koma a Fe I ara.) Insuhcses, a e Wl vste
tiraad dtrt in uresssay dempposdres. Awer ray redae the eeatdie wth

the aigrd aly to frd tht the esntdle aatines to ke idutifed & irfeded Hs

wil cafuse the wer ad resdt inaloss d arfrbee inather the dtedion poedres o

the tad vedr. If awer dtags to ‘dsirdfed” the eentdie the revd pogamay

durt wthot dagrg tle esntdle a wil irrepraly drage the pogranty rerairg

wefd axk Htler seraio resdts are me in afuan far the wer ad 1ot caftbree

W a dedion tod eanes an irfeted esntdie ad imrratly podam it to ke

free d virwses, ths is komas a fal se negative, a Fpell ara. Te datintad tes
faled to dert the wer to the pdlem s krdd emar leads to a fdse sase d searity

fa the wer ad phetid dsaster.

3.1.2 Identificati on Dols

Idatifeti ntads idatify whi ch vns bes ifeded a rtiala esatdie ldhing falue
in ths poess tums at to ke esier thn swes. Te iddiftdian tod hes faledif it
card asign a ramto the vins a asigs the wag rm to the urns.

Ieternmirg if a tod hs aaredly ramd a vins shold ke a sirde task bt infat it
is b. Fere is dsggeaat een wthn the ati-uns reseadh cmmity s to e
arstitites ‘Affrert” vnses. A aresdt, the cormity bs been udie to ggee antle
nrter d exsting vrses, ad the raes dtaded to thamtee aly wge sigifae

Hs leak to a gestiond preci st on



3.2 FEase ofUse

A meage, asidr twRuns idtifetiantods. Tefrst tod amidys these
Fourses & 3 dstind virwses. Fe seord aasidrs the samse to e 90 raters.
Hs oars bease tle frst tod gop alage nier f wiats udr a sirde ram
Te seaad tod Wil rare vinss with geter pedsian (i.e, irses goped tagtler by
tle frst tod are wiqdy ravad by the secad).

Schpedsian pdem anamr eenif the wdr dtas to rmmwthhigh pedsian
Atod mynsidatifyavins & adher wiat d th vrs fa aaidyd resas. Te
aiat ray ke rey o adyis d sapes ray hwe beniropde Teloss d pedsian
cwars far dféret ressas, bt the resdts ae ro dféret frartte peias eage Ay
‘Suressfl” ramg & a vins st ke asidred dag wth the dgee d pedsan

3.1.3 Rrmoval Dals

Rrad tads dterd to restae the ifededesntdies to thar uidededstde Rrad

is swaessfd if the eentdle, dter dsidediay rdes the eentdde faeifedianma
btefa-bte lasis. Te read poess @andso podee tw typs o falues: hard fal ure
ad soft failure.

Ahard fail vure acars if the dsifededpogranwl] olagr esatea the reod pogam
ternetes witot rerairg the virs. Stha severe falue wll e doias to dted ad
en aur fa avaidyd resas. Beotdles irfeded by oermting vuneses and ke
recered in en ataded feshay too mhidardion bes benlet. Hred falues dso
owr if the reod pograetterds to reme a dferet vns thn the atd idedar.

Rrod resdts in a soft farlwre if tle poes podes an esatdle, Widhis sligtly
radfed franits aigr famthdt anstill eeate hs radfed esntdie my rever

hee ay pdies hit the wer candt ke @rtand tha. e sdt falueis raeimidas,

sire it cardt e deted by the wer wthot perfaring an irtegrity dek

3.2 Ease of ke

Rs fata foass antle led d dftiity preserted to the edser in wirg the syptem
wthati-vres tods imstdled Hs is irterd to gage the dftltyfa the sytemser to
tilize ad axredly irterpet the feadmck recaved frartle tad. Hs dso msues the
ircressed d &ty (if ay) infdfllirg the edwer’s jdb regirerats.
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Ese d e is the abmtiond dilizdimaditapaaiond resdts. Hs is afudian
d tod dsign ad qdity d domtdicn S dasss d tods ae iteratly me
dftilt to we Fr eage imstdldion d the bardare capret d a tad regires

geder kobede d the arret ladare afgrdion thn a aprdie sdtaealy
tad.

3.3 Admnistrative Overhead

Hs fadar foass antle dfilty d admstration d ati-vres tads. It is itedd to
gae the vl ced irpsed ypm the tedricd sypurt teaminan agriztion

Bs fadar aasides dftilty d imstdldiay e reqirenats, ad syt leds re
gired by ed wers. Fese fudias ae dten the respasiblity d tedric sygurt staf
a syteradimstratars rether thn the endser. Me tht an edser wthot tednicd
syt st prfamd] o these fudias hrsdf.

3.4 SystemOver head

Sstemoertesd resues the oerd] iqad d the tod v sptemperfarace Te
rdeat fatas wil ke the rawspeed d the tad ad the posedres regired far dbdive

we T is, a paganthd is esnted eery ek vill tae alomr oerd] imqad thna
pogartld rus intle dgard & dl tires.



4 Tools and Techni ques

Tere is awek ey d tads ad tedniqes wichen ke gied to the ati-vires dtrt.
hs seticn vl adtess the fdlonrg ati-virs tednqges:

o sigatue sarirg ad dgrithic detian
o grerd prpse raitas
o axess aatrd shdls
o dedsumfa dag dedian
o koladelsad rand tads
o resarcheirts
— hanstic bray adis
— pedse idutifetion
o dler tads
— sytemtilities & remad tads
— iraddian

I dtediond vinses, there ae fie dases d tedniqes: sigetue samg ad dg»
rithre dtediar grerd prpee raitas; axess atrd stdls; dedsumfa dage &
tediay ad beristic brary adysis. Fr icatifationd virwses, there are tw tedri ges:
scamrg ad dgrithic dtediar ad pedse idttifraian tads. Hraly remd tods
ae attsssad Rmd tods amin thee fam  grerd sptemutilities, sigdevins
dsirfedas, ad gred dsirfeting pogas

4.1 Signature Scanni ng and Al gorithmc Detection

Acmndas d ati-vns tals egos the ajeamtaytedriges o sigatue san

nrg ad dgrithic deticn Hs das d tads is kom s sarers, wid ae sttic
adys dedia tads (i.e, they ldp dted the pesare d avins). Sares dso pe-
fams nre linted rde & iddtifttintads (i.e, they ldp dterire the spdft vrs
teted. Tey ae pimilywad to dted if anesatdle atdrms ins wd bt they
cn dso ke wed to dbed residit virwes by scamitg raay instead . esntdies.

Teyrayle edopdpadiya reativdy Radiveagictiond scarers is adieed
bysamrgdl eeatdles irtrodred to the sytemn Redie gpicticnregires samrg
tle syteret reglar iterds (e g, vy a mthy).
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4.1.1 HRmctiomality

Sarers ae linteditrmdlytothe dediand komvinss. e, s asice dbd
d tle bsic tedriqe, soareveaiats raydso ke dteded ey are dsoidatifetion
tads, dthogh the ot qry is irpredse

Sares eaire esntdles (eg, .EKEa .@/He aa 1B sptemh fa irdctias

d ifedian by kom urses. ldetion d a urs podes a vanrg msge Te
varitg ressae wil 1datify the esntdie ad ram the virs a vns fandy wth dich

it is ifeded I&edianis wdly prfaral by sigetue rding spedd ceses may e
deded by d grithic rethod.

In sig#tire samrg an esotdle is serded far sdeted hirary ok seqerces, cdled
a uns sigatue Wichae uiqe to a priialar vns, a afadly d vrss. Te urs
sigatues are grerded by eanming sapies d the uns. AHtiadly sigstue string
dten axtanwld ards to dlowfar mimmfeibility

Srgepirt sares adl the coeegd d rddive prition to the vns sigre  Hre the
akseyereis epdedd aprticdar psitimwthntlefle It raynd eenbe dbeded

if the priticnis wag, B aahinrgrd dtive psiticn wththe sigetire strirg, the daes

d fdse pritives is gedly redoed A a resdt, these scarers @n be rae anrate thn
Hird scarirg wthot psition

HRyagic vrses, suhas thee drivedfratle ME(ddimeagre) (%8, b d
lee fred sigrtires.  Fese virses are sdf-radfyirg a wndly eyped  Wle sam
scarers e ritige sigabires to dsaile psile irfedias by these virwses, dgrithic
dHetianis amre prfd ad mre capeersi e ggrcech far these dffilt virses.

4.1.2 Selection Fctors

Aoray

Sarers are eryrdidie far idatifyirgidfedias d vrses tht lse enaard far saa
tira Fe vy bs bed sftiet timato sded a god sigire o dsdop a dtedian
dgrithria these vdl-komvnss. ¥ suhvrses, a datiofalueis ulildywth
a sarer. A wptodie scarer tad shold dbedt ad to sametat idatify ay vrs
yoaae lildyto emarter. Sares hoe dler pdles thogh Intle dbedion proess,
bth fdse psitives ad fdse regtives cn amr.

Hse pritives anr ven an virfeded esntdie ird ws a bte strirg rading a vrs
sigeture intle sarer’s didese  Saver dxdqers test their sigetues agirst libaies
d amlyws] uirfated sdtvare to redee fdse pritives. I atitiad asuane



4.1 Signature Scanning and Algorithmic Detection

saadsdgers prianstdisticad adygis d the lildiloodd ok seqeres gpeaingin
legtirde pogram 3ill, it is irpssile torde at fdse poitives. Sgeues ae sidy
pogarsegats; therdfae, the ok cld gyeer in an uirfeded pogran

Hse regtives aar vien an irfeted eentdie is evurtered bt 1o pitern radhis
deted Hswdlyresdts frarpoedrd pdles if asted thvrs is renryresi dart

& the timatle scarer eentes, the vrs ray hik itsdf. Hse regtives cn dso aoor
ven the systentes eenifededbya virs thet ves ukomet the timatle scarer v

hilt.

Sarers ae dso pae to mudttiftian a ay lak pedsianin g, Wi drtifos

ticnwl] wlyomor venaewaiat d anddyr virs is emorteed A sneage, a

scarer raypadandtet Jerusal ernB Tes eendteded weninfat the Jerusal em (Foen
Lunks wirs is pesat. s cnamnr bease these virses ae bth Jerusal emvan ats ad
stare ah d ther o Adther scarer gt sirdy ddare ‘Jensdenmariat ford

infil enane.” s is acrde, ht rether impedse

Bed e

Sarers ae vy esy to e ingred.  Yausiry esate tle samer ad it poids
amseresdts. Te scarer rytaeafengdias dsaihrgwiddsk fles, a dredaies
to san bt the wer des b Iae to be a capter eqert to sded the rigt rawers
a cxpeted the resdts.

Alimistrati e Gerlead

Newirses are dsoered ey ek A a resdt, vns sarers ae imadddyat o
dte If anagrizaian dstribtes scarers toits wers far vrs ddbediay poedres st
ke daused far dstribtiond ypiHtes. Asarer far a I8 Fotht is rae thn a few
ratls dd vll b dted rot redy dsdqed irses. (It ray dbed, bt msidatify
saa evaiats.) Ty ydtes ae awdd to the didivars d ay scarer-tesed
ati-urs sddicn s @npesat a dstribtion pdlenfar alag agnzaia

Iistdldicn is grerdly sirde emngh fa ay wer to prfam Iterpeting the resdts
is vy sirfe vien vurses ae arredly idatifed  Hding fdse mritivs wil wadly
regire sam assistane frartedricd sypat. Hs led d sygurt may be adldde fran
the verdr.

Hhey
Sares ae vy diat. Teeis alag bdy d kotede dot serding dgriths
so the typc scarer eentes ey rapdy  Roadive giction il grerdly resdt in
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4.1.3 Summary

Sares ae etrady dbdie & deding kom vrses. Sares ae b itedd to
et rewinses (i.e, ay vns dsowred dter the poganyes rdesed) ad ay suh
datian wll resdt in nuddiftion  Saves ejgy an esprdly high led d wer
axeptarce becase they ram the s o virs fally Weer, ths cn be udbrnmed

by the coarreree d fdse psitives.

Fe streaghd ascarer is hidly dyperdat ypm the qdityadtiMires d tresigatue

dtedme Br vinses regirirg dgrithic rtheds, the qityd the dgrittmused vl
te cndd.

Te ma stragls d scarers ae

o PBtodie sames @n te wal to rdidly dted rae thn b proat & dl uns
ifetias & ay gwntira

o Sarers idutify hith the irfeded eentdle ad the vrs tht bes irfetedit. Hs
can spead the reoery progess.

o Sares ae s estlided tedrd qy tiliarg hidly et dgrithm

o Hidivewed sares walydes o raireayspdd koleged theaapter
systemn

Te ma lintatias d scarers ae

o Ascarers alylads far virses thet vere komat the tiraits dtazse d sigetires
v cedged A aresdt, scavers ae prae to fdse regtives. e wer irterpets
‘N urs daded’ & ‘MW vrs edsts.” Tese ae not eqivdeat staerats.

o Sarers must be yited reglaly to rean dbdtive  etribtion d wpdtes en
ke a dfilt ad tire crsuing pocess.

o Sames bt prfampedse idttifrtion A a resdt, they ae pae to fdse
poitives ad rsi dti fedion

4.2 General Purpose Monitors

(@erd prpee mitas pdet a sptemfrartle redictiand vrss a esstiond
the pitad d Byan hosss by adidy itereeging didas atias.



4.2 General Purpose Monitors

4.2.1 HRmctiomality

Mhtairg pogamae adive tads fa- the red-tiraddetiond vrtses ad Tyanhases.

TFese tads are irtedtd to itterere @ sord an dameery tira a sdtvare pdae
prfamsaasspdas aticasidred to ke vrs-lile a dlerise idas baia.
e, sire a uns is a axk stream there is a very red pssiblity thet legtirde
poganvll priantlte samatias, casirg the damto sard

Te dsiger d suh a sptembygrs wth a il  ‘fdidas’ bwia, then hild
ralles dhirterayt adtdt aterds to pafanthse adias. Tee milles qrrde
s amt d the qerding syptem

4.2.2 Selection Fctors

Aoray

Amitairg pograressues the vrses prionatias tht aeinits o d swsp-
dos laia adinavaytht it ecnddet. Tese aerd dvas didessugias. Nw
vrses ray ilize revrdlod wichray fdl atsice d the . Scha vrs wld
b e ddeded by the mmtaing pogram

Te tedriges wed by miitaing tods to dded unslile bdmia ae dso it fod-
pof. Prsad apters lak oy paediay so a pogamen wdly dranet

ay aatrd fedwe d the perdting syptem A aat d the gperding sptem mtaing
pogas ae Wrerdle to ths & wl. Tere ae sam virss Wich eak @ tun df

raitairg pogam
Frdly legtinte pogan my prfanatias tht the mita demsispdas (eg,

sd 1ol fig prgrrs).
ed &

Mhtairg sdtwre is it g e far the aerege wer. Te mita my ke dfalt to
arfgre poperly e rde d fdse damm en ke hgh prticlaly fdse poitives, if the
arfgrdianis it gird.

Te aerae wer my i ke dle to dbemire tht programAslold mdfy fles, bt

poganBslodd . Fe high rete & fdse dam en dscorge suha wer. A wast,
the mitar wil te tured dfa igored d togtter.
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Alimistrati e Gerlead

Mitairg pogram an irpee a farly keay admistrative wlad ey impse a
rafrde dgee d oateed & imstdldian tirg ths is espadly tre if seerd dffret
sytermare to ke pdeted e gedtest anrt o oarteed wll pdally resdt frarfdse
poitives, thogh Hs wil vay gedly acad g to the wars’ led o eqertise

Qithe dler ad, the mitarirg sdtvare dies 1 e to ke ypoted freqertly It is b
urs-spdft, soit wll b reqire yiting util rewirs techni ques ae deised (It is
still irprtat to reranptodte eahtima rewdass o vins tedrd gy is dsd ged

anrer d aidias eag )

Hhey

Mitairg mdags ae irtegrded wth the qerating sytemso tht aditiad searity
poedres are prfarad  Bs irhies sum anrt  oetead wen ay pogamis
esated Te oeteadis wdly mmm, thogh

4.2.3 Sumary

Mhtairg sdtvare ray ke dfilt to we bt ray dbet som rewvrses tht scaring
des b dted, espddlyif they b b we rewtedriges.

TFese ritas podee a highrate d fdse pritives. e weas & these prggram shold
ke eqiged to sat at these fdse pitives an their om @hervise, the sygurt stafwil
be seerd y taved

Mitas cn dso podee fdse regtives if the vrs desdt perfamay ativties the
raita damsspdos. Bke y, sam vrss tae sumedd in dtading moi tared
sterm by turnrg df the rmaitas thersd ws.

4.3 Access (ontrol Shells

Axess aatrd sldls fudion & @t d the querding sytem mah lile rantaing tads.
Riler thnmaitairgfar uns-lilebdmia, thestd] aterds to eface anaess aatrd
pigrfa the sptem hs pligyis dsaibdintamd pogas ad the dta fles they
ay axess.  Te awess axtrd shdl vl sord an damewry tim a wer dtergds to
awess a radfy afle wth an uathrzd sftvare pdae



4.3 Access Control Shells

4.3.1 Huctiomality

B prfamths pooss, tle shdl mst Iae acess to idutifetion ad athatiction
ifamian If the sptemdes b poack tht irfardiay the aocess aatrd shdl ray
irdut it. Te acess catrd stdl ray dso iduk eorygian tods. TFese tads an e
wad to esure tht a wer des b rdud fravadhber wsiand the qerating sptem
to dranmt the catrds. Ne tht ray d these tods regire alitiad hrdae to
axapish these fudias.

Awrss aatrd sldls are plicy efarerat tads. A asick e, they en prfamred-
tirndtetiond virses ad Tyanhrsess. Te adimistrabar d suh a systerteg s wth

a dsaigiond athrizd sptemise, then aserts tht dsaigianinoasd d aitiad
fles ad the pogam Widh ray ke wed to mdfy then Fe adimistrabar st dso
sded tle fles Wichregire exryian

Fr istae, ashprg dek gt be athorizd to the ineray dtdase wtha
prticla pogam Ieer, tht saa dek my b be dloed to axess the didese
dredlywith the dtadese rapgrat sdtvae Fe deckraymd Te athoizd to acess
the adt recrds garerated by the tristed agdi cti on with ay prggram Fe adimi strabar
vld syfdy agropidte anrss axtrd staterats & irpt to the raitar ad gt dso
ey the didese

4.3.2 Selection Fctors

Aoray

Axess aotrd shels, lilermitaing tads, dperdypntle uns o Ryanhose wrkirgin
aepdedrare. @ persad apter sptas ths is b dvap a Widssugian

If the virs wes rethod tht the aess aatrd stdl des b moitar, the mitar wil
podee fdse regtives.

Ren wth the axess autrd shdl, a vel-bebmed vins en mdfy ay pogamthd its
hest pogramis athoizad to rdfy 6 redee the certeed may pogam vl o e
spafedly austrared "Hs wil dlowa virs to redicte ad is adher sare d fdse
gt ves.

T se positives anaso asor wthaoeess aatrd shdls. Te sytenadim stratar st bse
sffiert failiaity wth the sdtvare to athoize to eeryfle the sdtvare rea. If

o, legtirate wil case fdse dam If the sytamis stdde, suh fdse positives
sold it aor dter anintid dhgrg pricd

17
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Bed e

TFese tads are itted far hidly castrared emirarats. TFey waly ae i qpo
mde fa the agrge e & lom Feyandsogar aget dd d oetead ansystern
abmstraas. Fe awss artrd tdles st ke rehilt eah tima sdtvae o tardare

is attd to a sytem jdb dsaipias ae dtered o searnity plides ae radfed If the
agrizdia ted to e drait, suha tad Wil be wry dftilt to mrtan G-
ztias wth vell-dfred seority pdides ad cusistert qerdias ray frd mrterace

qite tderdde

Hs sdtwe is ey fa was, thogh Tey sirdyle in ad eente waterr pogam

they reqire agirst the regired dta  If the aces autrd sl pewts the geatian
they st g thagh the adimistrabar to dddnadltiad pivlegs.

Hhey

Aaess aatrd std] radfes the qerding systerrso thet atitiaa sear ty prosedres
ae prfarad Hs irdies samanrt d oerbead ven ay pogramis esated Tt
oerteed ray te sustatid if lag anrts d dta mst be dayged ad reearyped
i each anesss.

Alimistrati e Gerlead

A acss artrd st shold i regire freqert ypttes. Fe sdtvare is b spdft to
ayprticlar threet, sothe systerrwl] nd reqi re ypdties uti] rentedriqes are deasad
fa didas ok @ the dher tad the acess aatrd tdles Wach dive the sotvare
may reqire freqert yptes.

4.3.3 Sumary

Awss aotrd sldls my ke dffilt to admister, bt ae rdaivdy esy fa the ed
wer. ‘Bs tye d tad is pimaily dsiged fa pliy efacemt, bt candso dted tle
redictiond avns a ativdiond a Tyanhase

Fe tod rayirar high owertesd prosssitg asts a e exprsie de to lardae aae

rets. Bth fdse pritives ad fdse regtives my aor. Hse psitivs wil aor wen
the tdles b b aarddy refd systemproessitg regirerats.  Hse regties
wil ooor wenvirs rediction des b aafld wth the wer’s tee ertries.



4.4 Checksums for Change Detection

4.4 Checksuns for Change Iktection

(o dHatianis a poerfd tedrige fa the dedian d vinses ad Ryan hosss.
(o detian ks antle thery tht esntdies ae stdic dyats; thedae mlfs
aind mestdleirdies apssibe uns ifedion Fe thery s albsic fiw sam
etdle ae sdf-ralfyrg Atiadly ina sdtvae ddquat emirarat, ee
atdles ray ke radfed by remplation Fese are tw eapes vwere dedsurg

ray ke an irggrgpi e sd dian to the virs pddem

4.4.1 Hmctiomality

Cage Hedian pogam gredly e an esatdle & tle irpt to a mledic
fudiay poddrg a checksum Fe dage deatian poganis esated ae a tle

(thereti ly) demsysterto poi e a lesdire 3 fa testirg, Rrirgsiseqert esatias,
the programoapares the aapted dedsumwth the lesdire dedsun Adage intle
dedsumrird ces a mdfetiond the esatdde

(e dHatian tods ae readive virs dtedian tads. Tey an le wed to dted ay
vrws, sine theylok far radftdias in eeatddes. 'Hs is a regirerat fa ay vns
torgdicte A lag s the dage deada reies eery eentdie inits atirdy an the
systerrand is wedin a proer e, a vrs and esqe detia

(o dHedian tals edgy tw lsic mtedica tadnges Gdic Rdrdrgy

RXcdrgs

K dedsumare camal ywsed to werifyirtegityd pdets inrebvals ad dher types

d ammatias weenaptes. Tey ae fady dteat ad vl udrsteed @&
lsed dedsum ae 14 etredy seore they ae lsed ana kom s¢t d dgrithm
Terdae they an ke rden (tre mrtiala dgrithmen ke gessed) by a pogamif it
cn fid the dedsinda afle

Ededsurtads, lile d] dapge dediatads, analy dedt tht a virs bs redi-
ated AHtiadly the eeatdie st le ageer inthe lasdire
Cypigadic Gedsun

@ypgradic dedsus ae ddared by ayirg aydagadic dgriths to the dta
Bth pHic ad pivte key dgrithmen te wed Ingrerd, pivte ey dgrithmae

The original file names and their corresponding checksums.
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wadfa diety Tese tedriqes are sadimes wad in agudian wth twe dler po
cres to duresse sytemoertead Tese tedriqes are ressage d gsting and Teshing, 4

In Mssage Digesting, hshrg is wed in cjudion wth aypgragic dedsun T
hesh fudian Wichis weryfast, is gpied dredly to tle eeatdie Te resdt is mh
sriler thn the aigrd dta T dedsunis aapted by g yirg the aydagadic
fudian to the hsh resdt. Fe fid resdt qgroades the aypigradic dedsunfar
saarity ht is mh e dtet.

4.4.2 Selection Fctors

Aoray

Raelyirdeatedadwsa] dape datiapogamstold det eeryuns. Tt

is, there are 1o fdse regtives wth dage dedian G dHedian en resdt inhigh
nrtes d fdse pritivs, loee. Roram ted to stae afprdian ifardia in
fles aatangesntdie ke If these fles ae dedsural & theysluld e, a dage
inarfpraicnwil triger the dae dtedar. Alltiadly the sptenmst te vns-fre
wen the dedsumae cdalded residat vnses myfad the dage dediansdtvae

Bed e

Qe dHetian sdtvare is mre ddlagg to we thn saa dher ati-urs tads. It
regires god searity posdres ad sdstatid kotede d the aapter syten Ho
adrdly it is irprtat to pded the lisdire Fe dedsumshold ke staed dflire
eryped Mipldiond the lasdire wll rde the systerrapear to lave been attaded

Adys d tle resdts d a dedsurig poedre is dso mae dftit. TFe aerae
wer ray 1 ke dde to ddberne tht ae esatdie is sdf-mdfyirg bt adler is nd.
Hse pritives de to sdf-radfyirg ck en dscrge sichawer, util the atpt d the
dage dedar is igored d togtter.

Alimistrati e Gerlead

Qo dHetiansdtvare is ey toimstd] adit reqires o yphtes. Telsdirenst ke
estdlished by a qdifed stafrater. Hs irduds theintid bedire & vl & dags
to the bsdire & pogam ae add to tle sptem @ in gerdiay a high dgee
syprt an e regired far the aerge edwer, toeer. Aqaifed staff rater mot

ke aal dle to dternre vether o it adage toa prtialar esntdieis de toavins
a sirgyaresdt d sdf-radfetion

“Discussionof cryptographic terminologyis beyondthe scope of this d



4.5 Knowledge-Based Virus Removal Tools

Hhey

(e dtedas & b irpse ay oertead an grerd sptemise Tere 1s, toeser,
saa stage oeted far the lasdire dedsum  Tese are st staed dlire wth the

dedsurpogram

Te daldiod dedsumis aptatiadlyirtesie the mhesicd fudias mst
ke daldedn & lest aprtiond the esntdde 'S ke edastivg, the fudian shodd
ke dalaed an the etire eentdle

4.4.3 Sumary

If dage is ddeded there ae seerd pesiblities a urs idediay sdf-rodfrdion
repldiay o mlfatiand tlelesdire Akobedediewer is regiredto dtermnire
the spifc reso far dage

Te piray stragh d dage detiantednqes is the ablityto dbed rewnirses ad
T hoss. Te lintdiond dage dtetianis the reed far a kodededie wser to
iterpet the atpt.

4.5 Know edge-Based Virus Renoval Tools

Te piray reas d atasded rend d uns idetian is kodede lsad raad

tads. Fese read tods dted to reerse the radftdtias a virs m@es to a fle
Ater adyarg a mtiala uns to ddame its dids a an ideded fle, a sutdle
dgrithms ddqedfa dsrfatirgfles. '&ls ae aaldle iich alless alyasirde
vrs. Tee sirge vurs dsifedas ae wdly ddged & the resdt d a prtiadaly
vrdet athekd avns. Ghers deadas ae grerd vins read pogas atanrg
recd dgrithmfa seed vnsss.

4.5.1 Hmctiomality

Kodede sadraad tols restae anesatdietoits peifetianstae Al radfa
tias totleaigrd eentdlenst ke kominadr toawagishths task ki eale,

if afleis irfated wth an cervatting vns, reod is b psile Fe ifamtion tht
ves oervi tten cardt be restared
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Te st ariticd peed ifamticninthe remd process is theidatityd the vires itsdf.

If the reod programis remirg Jerusal em LU bt the bost is irfeded wth Jerusdl em
B2, the parss acaldfal. Waturtdy ths idamiais dten umaldle a irpease
"Hs is vhy pred se ictiftation tods are reedd

4.5.2 Selection Fctors

Deirfeding sdtware is i ey aorde, far aaidyd resas. Fe era rates ae fardy
hgh loeer, ot are sdt emas. Hs is aresit d imagee idardio regrd g the
vrs adtle lakd qdityasuware ang urs wites. Alltiadly reud tedniqes
terd to fdl vken a sytermr fle bss leenifeded mtige tires (i.e, by the samins
e thnare, @ by rae thn ae ).

Tese pgram ae rdaidy esy to we ad an dsirfet lage niters d pogamin

avayshot tima Ay syteroeted is iraseqetid sine the sytenslold it e
wed util the vrs is remed

4.5.3 Summary

Aorde read myd te pesile Renif it is thaodicdly pssibe, pedse idatife
tiond the vurs is resssay to esure tht the cared reod dgrithms wed

@tanvirses (e g, oawiting vrwses) dvap cuse irrqardle drag to aneeatdle
Sra etrardraily l-bdeed virses @n te dsdfeded emry tira Mt virees fdl
saatere inben Teirfedian wll dten wrk hi the resdts ae upedddie

Sra eeatdles card le rawered to the eat peidfetianstde Insuha ase the
flelagha dedsurd tle dsifeded esatdie ray dffr frantle peidediastate
Insuha ese it is irpssibe to pedd the Wmia d tle dsirfeded pogam s is
the ressn virts researders grerdly dslile reod pogram ad dscorae thar we

4.6 Research HEforts

Fe fdlonrg susetias dsaile reserch aress inthe ati-urs fdd Nwtods, tased
o tedriges dad gpedin these ad dler aress, 1ay ke adldde in the rear fubure



4.6 Research Efforts

4.6.1 Heuristic Binary Anal ysis

Jatic adyis datian tads, lesed ypm teristic by adyis, ae afos d research
& ths tira Hinistic hrary adsis is a rehod verdy the adyzr traos thogh an
esatdle lakirg fa sspdas, vnslile bdmia. I the poganapes to prfam
vnslile atias, avarirgis dsgaed

HErdiadity
Braryadysis tads eanemesatdlefa vrs-lilead If the cok tilizs tedriqes
Wi ae camm to vrsss, bt allfar legtirde pogas the esntdde is fhaed

‘fessiHy irfeted” Bages ird uk sdf-aryped ok a axk: thet agpears to ke been
apercd to an extstig progran

SHetian Bdas

Bth fdse prsitives ad regtives are swe to resdt wth e d ths tye d sdtvae Hse
poitives aoor wen an i rfedted programses tedmiges cammto virses bt uwm
rminlegtirde pogasn Hse regtives wil ooor ven vrs ok aads we d thee
tedriges aamm to vrises.

Brary adysis tods aefardyesytowse Fewer sirdy spafes a pogano dreday
tole adyrd Adyarg the resdts is mre dfilt. Srtirg ot the fdse psitives fran

redl irfedias ray reqire e kodede ad eperiane thn the aerge wer pesesses.

Hiristic adys is mre aptdicdly itesie thn dler stdic adygs mhob.
hs mhd vald be imgprgride fa dily ve v a lag nier f fles. It is mae
aparide fa cetimue ma sl nier d fles, & in acegace testing

Aleristic adyis poganwll regire yidtes & rewtedriqes ae irgeated by

vrs wters.

Smay

Ely eages d ths dass d tad aper to lwe fardy highema rdes & aapared wth
amedd dediasdtve A wth sgtemmmitas, it is dftlt to dte sspdas
ina way tht peats fdse pritivs ad fdse regtives. Ideer, these typs o tads
hese been weed sucessfl y to 1 dtify esatees irfeded by ‘ted? virwes in a fewaddd
atlreds.

Hhristic hrary adysis is still eqeriratd inrdue Intid resdts lse leen sffietly
ewrg g to sgest tht sdtvae acgace poedres aald iduk these tads to
ageat moe tradticd tedrd gy
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4.6.2 Precise Identificati on Dols

Redse idatifetion tods ae a rews by ich vinsss ae rarad wth a mah hider

dgee d asuare Tee tods ae itaddto agat detiantads. @ avins ks

been dteded a pedse idatifetion tad wld ke inded in adr to rae arddy
ictifythe vns.

Frdiadlity

Vs scarers, arretlythe rot cmm s detiomlod gredlyedoysigs

tire scamirg to et adidatifyvrses. Hs rehd homer, anlead to muidatifi
ctias. Te sigatue tht the scarer raded cdd aper in me than e aiat

the vrs. B aados-idtiftion the ide vins mst rdy o it asdset O the

urs (e, the sgaue). It is mtler fesile ror dsirdle far idutiftation sdtvare to
ke dstribted axtang the axk to dl virses it cn dtedt. Terdfae, pddype pedse
idatifetion tads dilize a “ars @3 to repesat tle atats d the uns. Te vrs
rep axtars dedsumidwes far dl aastat prts o the vrs cod Te mp sk oer
satias d the vrs tht atanwidleidaminsuhes tet o syterdpedst dta

s

If the dedsumgrerated by the crresprd rg prtias d the programatdy the pogram
is drt ertardyirfeded by the vins arresprdrg to tle i If roe d tle s in
tle dtalzse coresprd the progami's ifeded by a rewnirs (o is uirfeded )

SHetian Bdas

Fe qdity d the resdts podoeed by a pedse idatiftion tad is dyperchrt 1 the
qdityd the virs mpdtdme If tht tes leen die vl ad ke curert, these tads
ae edredy anrde ad pedse vwen idatifying komvrss. Guersdy if the vns
is rTewa Ies o caresprdrg atryin the diduse, the pedse idatifetion tod shodd
dva ‘fal” to idatify the vinses.

Hs tyed tad is esytowe Te wer sirdyspdfes anesotdie, ad the tad reburs
aram if kom Te resdts are stragtfavad it is vrs ‘Y o ukom

Red se idatifetion tads ae slowde to the irtersie rtue d the captatias. Tese
tods ray be wed to prrfammmn ictifrati nass dter the we d arore dliat dtedian
tal. Sthapganwld poick the wer wth the berefis d predse it fration wthot
gedt oerlerd Qe avins Tes been dteded the wer vats to koweatly vt vins
le I adtirais ¢t asigiftat fata.
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Smay

Ters vat to kowrare dnit the vins ifedirg ther sytem Pedse icdatifetianwil
hd p therddan e axpete irfardion ad en dso fadlitde atarted read.

Rsearders wil dsowshto we ths tye d tod. Tt wil dlowtherto seprde sages o
kom virsss frarrewaes wthot pefarng adyss.

4.7 Gher Tools

Fe rerminirg tods, sptemtilities ad imoddiay ae irdubd fa apeeress. Tese
tads @n'le wed to poicdk saaresue d fudiadity Ingred, lomer, these tads
are veder then grerd ati-vns tads.

4.7.1 SystemUtilities

Sra urss an ke ddeded a reaed wth lasic sptemitilities. 5 ¥ eage, mst
[Bhod satar irfatas ad sam Mirtesh irses anbe ravedwthsytemtilities.

Setemnilities can dso be wed to dedt vres by serdirg far vins sigatues. Tese

tads lee a rather linted foos, thogh

Vrises tht can e dsirfeded Yy had’ are grerdly the etredy vdl-bdmed hdly
pedddie virses tht ae wl udrstod  Sthvrse ae the ecgiay b tle rde
Fere are ray e virses thet cardt ke dsirfedied wth these tads.

Wie prsille, dsifedion wth sytemitilities wll podee dperdlie resdts. Aren

saile anrt d kobede is regired dnt the aapter sytemad the uns itsdf,
thogh Hs tedrige endso be veryldurias if alage niter d sytemae ifeted

Setemilities ae an irdfiat s d dedian @edly aly ae sigdwe eanle
ladedd atimm Hs gt be a wedfd tedrigeif a speafc uns is to ke ddeded

Smay

Aorderead bysptemtilities is frgetlyimssite @tandass d vnss (eg,
oeri tirg viruses) dvas drag the esatdie beyadd] hoe d regir. Gles mdfy
tleeentdleinraher cagictedvap. @yvinss tht ae etred yvd - ledmed an
e dsifeded eery tira Srlaly dtedion wth stemitilities bes linted qiction

5Two examples of these systemutilities are Norton Utilities for the P
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4.7.2 TInocu ation

In sae s, a esntdle an ke pdaded gt a sl nrer o ures by ‘in
cddian” Hs tedrige ind s dtading the sdf-rexgition ak fa the vns to the
esatdle & the gpopide lagian

Sree vnses ray gae ther sdf-rexgition cods inoedaprg lodtias, the nrber d
virses tht enle ircod ded agirst sirdtarensly wil ke sral. "Brale ratters varse
a amm wy to aedte a rewaiat is to dage the sdf-rexgition k. his, ths
tedrige Wil dtenfal vien tested by rimor variats d the vinses iroalded agirst.

Ircddian is 1o sustitite far e rhst ati-vuns tads ad poedres. It mght e
wefd, thogh if an agnztion s hed rearrirg idedias frana sirgde vrs. ke
eage, dter demirg three a far atheds d a @tiada vns from ek d K,
iraddion gt be casidred & a dspEration ressure.



5 Selecting Anti-Virus Techni ques

Te dationd the ggrgmide dass d ati-vrs tods regires asvers to the {dloarg set
d gsstias:

Wt is the pdablity d a vrs ifetia?

V&t ae the cuseqeres d a vuns idediar

Wt is the skill led d the wers inyor agrizdia?
V&t led d sygurt is aaldie to the edwser?

e frst twqestias adthess risk searitystoddd vas ke carasude wthresd Fe
thrd ad farth gestias adfess the limtdias d tle tods ad prsard. Te asvers
wil e dffret far exh prsm @ agrizdian

Rey agriztianis & soanskd uns ifaticn Vs ifedias an oor wereer
dedraicidardian is shred Rery agrizeion stares ifaratian in soa vy ad is
aptatid vdind avns irfeticn Mt agriztias shold bee samtods saldde
to et suhan ifedion

Prsad aapter wers ray bedt frantads to idatify vrwses, sine so ray vrwses

eist. Idatiftdion tads ae mb recssary vere virses ae fewa aly thadicly

posibe

Fe e d raad tals is grerdly it regired 6 It my ke dsirdde insitutias vhere
asirgde prsma a sl teanis tased wth deairg wp dter anidfedian o vere high

arredivity anresdt inrapd speed & the virs (suhas rebvads).

5.1 Selecting Detection Tools

Fe frst pirt to ausidr vwen sdeding a ddedion podd is the type d virsss lildy
to ke emartered  Apairady B perert d dl vrs idedias ae acurted fa bya
sl nrer d virses. Te virwses thet castitue ths sdAl st canary gegaticdly
Fe carm virwes can be dstind on dférert aatirets, de to the @tls inidhthey
trad. @ crse dffret tadae pafamwll be & sk fraxd feret vrses.

Iterrticd agniztias my ke Wlrerdde to a lagr s¢t d virses. Hs st iy ke
ddared by regrg the sebs o virses fravdferet gogragicd regas viere they d

SExceptions, suchas the DIR-2 PCvirus, may be extremel y di ficult to ren
Inthis case, the only alternative toremoval tools is toformat the disk
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bsiress. @gniztias wth artats o istdldias inlodias were vns witers ae
mticlaly ative [Bifl] ae dso rre lildy to emorter rewnirsss.

Rsk frammewirses is anirprtat cosidration Savers ae linted by thear dsign to
komvinses; dher ddediantads ae dsigedto dtet ayvns. If yor agrizdiais
& hghrisk frarenrises, sarers soldnd be the sde ddedian tedriqe epoed

Adther irprtat aiteriato aasidyr is the nrer ad typed erras axsidredtderdie

Te tderare far a mtialar type d o in an agnztiay wil ay acadrg to the
gpiction He 1 dow the typs d eras Widishold ke epted A estinte &
tle freqercy thet ths dass & erar is exoutered (Infrequent, Frequent, a Never) is dso
gwnfa exhdas d tods ad era tye Al ati-urs tads ae shed to eras, ht
their rddive freqedes vy wlly Samers pdaly lae the lomst oerd] arar rate

Cedsureas & b podee fdse reghives.
Detection
Tool o Cheok Binary Generic Access

Error anner eckUM Analysis Monitor Control

Types Shell
Infrequent Frequent Frequent Frequent Frequent

False Signatures Every time In our Whenever Whenever

. . .

Positives f:an o.ccur falprogr'a.m test, 15% alegitimate alegitimate
invalid ismodified | errors program performs | program performs
files virus-like actions | virus-like actions
Infrequent Never Frequent Frequent Frequent

Faise May not detect |v/iruses In our Viruses that Viruses that

Negétives variants; won't | gways change | test, 8% circumvent OS | circumvent OS
detect new  |executables | errors can be missed can be missed
viruses

He 1 Fps d eras.

Fe thrd ad farth item to casidr wen sdeding ati-vrs tads ae the ese d e

ad abmstrdive oerhed reqiredfar exchtod. Questias to ausidr ae

o V& is the aerge skl led d yor agnztials edwse?
o [0 yor agrizti ntmeasyprt stafto ssist wer wthroe tedricd pddersy

He2irdws agred edwiand tleesed e ad adimistrai v oerbead irprsed

byeachdas d tads.




5.

1

Selecting Detection Tools

Detection
Tool Binary Generic Access
o Scanner Checksum Analysis Monitor Control
Criteria Shell
Very Good  |Average Poor Poor Average
Easy of Requiresno  |Easytouse;, |Easytouse, |Resultsare Easy to use;
Use specia resultsmay | resultsmust | difficult Configuration
knowledge of |be difficult beverified | tointerpret is an impediment
the system to interpret
Low Low High High High
Adminisirative Requiresfre-  |Noupdates | Few updates. | Few updates. Few updates.
Overhead quent updates. |req, Assistin | Much verifi- | Much verifi- Much verifi-
Littleadd'l  Jinterpreting | cation of cation of cation of
support req’'d  |results results results results
"He 2 Prsard regiremts.
If sewerd tads still ageer to ke crd dtes, arsidr the fudiadityd these tads beyond
vrs ddatian Vrses ae alyae d the raytheds toaapter saarity Al ddedian
tods exed scarers hoe grerd sean tyagdictias byad irses. Samers are linted
inggiation to vurwses, ht hae the adbd fudiadity d virs idatifetion
the adbd fudiadity wichis ret resdd by yor agrizdion ad duse axadrgy
Fe dterrstives ae atlimdintdde 3
Detection Tool
Binary Generic Access
Scanner Checksum . . Control
Analysis Monitor
Shell
Additional Identification; |Detection of | Detection of | Detection of Enforcing
Functionality | May aso trojan horses | trojan horses | trojan horses organizations
detect known |and altered security
trojan horses  |data policy

He3 Mltiad fudiadity

Fe fid sdedian aiteria to be asidredis wen des the tod ded virses. Radive
deatimtads dloathe wer tokepurnss dasytentytestingimgsdtvare. Fese

"Some scanners can alsodetect known Trojan horses.
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tads aly dlovae dare d ddeding a virss (ypm iftid itraddia to the sptemh
Ative dedian tads irterere drirg the redication gese itsdf. Ratie detian tads
cn be wed ay timdter avirs bes eteed the sgten Atiadly reative tads ae
b & rigras inthdr dead asptenparfarae "Hed stos ven these dferet

tods ded viruses.
Detection
Tool - Check Binary Generic | ACCess
Point of anner CCKSUM | Analysis | Monitor | €ontrol
Detection Shell
Static
Yes No Yes No No
Executable
Replication
No No No Yes Yes
Phase
After
. Yes Yes Yes No Yes
Infection

‘He 4 Wntads dtedt?

5.1.1 Conhining [2tection bds

Te st cafete pdedianwll ke ddaed by aabinirgtads vi chprfaminred cdly
dffret fashion ad paed agimt dffrat dases d vnses. I imstace, den wed
toether a scarer ad a dedsurprogranmml] pded agirst bith kom ad wkom
vrwes. Te scarer an dbat kom virsss bfae sdtvare is imstdled an the sytemn A
s can'ke rad fedto d uk the scarer, ht it wil be dbeded by the dedsurpagam

Te twtads stoldtee dffret ‘Glticd fudiadity’ (se tdle 3) tofarrtle rot
arpdese sty pdee ¥ istae, the arbmtiond’ a dedsupograrad

an awess autrd skl wald dso dbet Tyjan hases ad eface agriztiad saority
pigyin alition to vrs ddetion @ tle dher tad adlrg a by adyer to a
sytentlat dready edgs dedsurg wldd poidk alitiad fudiadity

If yourst e two scarers, be sue that they we dffret search strirg.  Antler
tads ae lased anphisted searchstring; starevare tod's camad ytilize the saaphiic
dmansigeue dtdeses. To dferat sarer egres lakig fa tle sarﬂstm§ b
¢ poick ay alitiad pdetiand irfaraian

8Algorithms for detectiontend to be independently developed.



5.2 Identification Tools

5.2 Identification Tools

Qrrertly scares ae tle aly dbdie ras d idatifyrg ures. A dsossad in
Sdin3 12 the amray to v chscrers idtifyvrses anvay Inthe fubue, pease
idatiftiantads shold dér greatly inressed aoracy

5.3 Renwoval Tools

Fe ot chrdiie tedriqe far vrs remd aatines to e deian d the ifeded
esntdle ad restadtion frare dem tadip If ladkys are perfared reglaly ad in
a o raver, vuns rend tods my e ededed

Inlag agriztias wthhgh aredivty atased rewd tals shold be dared

Vs eradction thagh the remd o ifeded esntdies may regire too mah tira

ad dbrt. Kolede bsed tods wil dsirfed the lagst nrter f dffrert vrses, ht
o idttifediond the virs pia to dsifedianis aiticd. Kenwth kodede tesed
reod tads, dsifedion d esntdles is b dwas rdidde (see Sc 313, Bt dl
dsirfeded eeatadies to ke sure they ager to esate poply Fere is still a dareg
toeser, tht sdt errars wil caar.

5.4 Exanple Applications of Anti- Virus Tools

Hs setion poids hyptheticd sermrics far the we d ati-vrs tads. ¥r each gpi-
iy abtteryd tads is spsted Tere ae seerd vags these tads anle aglied to
the samscarmriq ths tet rqyesats jut ae sd o rdiad sduias.

5.4.1 Aerage End Uer

Igtaled kodede o tle capter sytemis b regired far the aerae edwer to
perfama¥s jdb  Stha wer shold b ke regired to ddan dtaled kodede just
to e ati-vns tads. Hs irdies th scamers are pdally nst aggnide fa the
aerge adwes. Ay dler dace vl regire sygurt frana tedncd sypot teem
a aupter searity iradat respuse team @ the remnrg tads, the bst ggianis a
dedsurpogam B esoting the dedsunporrarnreglaly fa eage wlly o
rathy irfedias wil be dbeted wthin a linted tirdraa

Adtler psiblityis tordiee these was o the resprsihlityd dteding vrses etirdy
If atedricd suprt tearis dredy poidig dher reglar senics (eg, k), the
sypt tearcen we ay arbitiond ati-vrs tods derad recsssary
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5.4.2 DPwer Bers

Ry wsers, those wthdtaledkodeded ther copter syters;, Wil be better eqi poed
tolade alagr arielyd ati-vrs tads. Apower wer is nae die to dternre wether
a dage deded by a dedsinprogamis infat legtirte Atiadly a poer wer
is girg to ke better eqipped to cafpre samd the dler tads, suheas grerd prpse
raitas ad avess aotrd shdls.

5.4.3 Gmstrained Ber

If the wer is axstrared by pligy to rna srdl seb d pogam agist a kom sd
dta fles, an aess aatrd stdl ray ke the qpapide duce A smeape asidr a
da atryderk o is parmittedto rinae prticdar dtdese apicdionada lasic s

d dilities: mal, vrd pozssirg, ad a dedr pogan A axess artrd sl en'te
axfpred so tht ay dags to eentdie fles by that wer ae deralillegd qerdias.
Altialy if the s¢t d eeatddefles is restrided far the wer, it is dftlt toirtrodee
a urns irtothe sytem TFe s is udle to speadif it cn rewr ke esated

5.4.4 Aceptance Bsting

Axeace testirg is ares by i chsdtvare is verifedto ke “ars-fred’ bfae it is pt
itto dily e 'Hs is waly axagisted by gadrg the sdtvare an an 1sd ded sytem
ad prfarg tests tht ae irtedd to e emry dy e Achmtion d ati-
vres tads is regired to adgedy mrfanths fudiay Wichmst dted bth kom
ad fubire vrses. Inmtialar, a dedsurpogamis net wdd. Renif the triger
adtias fa tle pied ae i e, the vns Wi still ot lildy dteg to redicte
It is the resdt o tle rediction proess the a dedsurprograndtads.

5.4.5 NMlti-Uer Systern

Attoghvirsss fard inthe wid be beenlinted to persad. capter systers) virwses
fa mdti-wer syt hme ben drostrded in a nrier d ldoday eqerimats.
Terdae, tle ptatid edsts far virses oy mdti-wer systern A a resdt, it is prut
to ersure tht the seourity resures tden an a riti-wer systervadtess virtses & wl.

Qrretly admstrabas d mti-wer sytem tme a linted nider  glias fa vrs
pdetian Ahmistrabas d these sptermcard e mitas a sarers. Sreethere ae
o kom vrses, there ae o sigaiues to seardhfar a epeded vns aia to dted.
Agiiath is aaldleto abmstraas o mti-wer sptemis dage detian My



5.4 Example Applications of Anti- Virus Tools

d these systern are dready eqiped wth a dedsurpggram Awess axtrd stdls are
adler pesiblity fa my sptem Lile acess axtd, thogh they ae b wdly
dsiged fa vurs ddedian

5.4.6 Netwrk Server

Nbvarkservers presert anirteresti rgprddem ey cansyprt awdearnetyd radires,
bt myrnanetird yd férert qerating systemn ¥ imstarce, & Xserver ray syt
arebrkd Fad Mirtesh wrlstaias.

Te WXsystermand ke irfeted by tle JrsdenBar Whirses, bt ifededfles
my e staed anits dsk Qe the rebwrk serer s idededfles anit, the walstaias
it sypts wll rapdy e ideded a5 wl.

Sree the virees rewr eeate an tle server, the admistraiar is lintedto static dedian
tedriqes suh & scarers a dage ddadas. Te mtue d vk serers dlow these
tads to ke rin atasticdly dring dfpesk periods.
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6 Selecting the Right Tool

Qe an ati-vrs tedriqe s been sdeded an qgrgpide tod franthet dess mst
ke sdeted Hs sation preserts sewerd fertires to be ausidired vien sdedirg a spdfc
podd frare dass o tads.

6.1 Selecting a Scanner

Sarers ae irdeated in seerd fam FBdae idaatdias, adldle & ab
abard, sandl hs trasfes. Sftwe irdeatatias irduk bth moaresidet ad
resicht sdtvare far the atadic samirg o ddettes.

Nnresicht sdtvare is stietly fizthe to reg st resh; howser, to ke dbdie tle
wer 13t eente the sdtvae reglaly Brdere a resicat sdtvare are Ietter dues
fa efaarg ssanty plicy capiace  Rsidat scarers iy ke siseegile to sted th

VITLSES.

Athoghnst scarers we sinlar ddediantedr qes, ddle d firanes aag padds
eist. Qstias tht phetid wers shold aosidr wen sdedirg a scarer iduk

o Ibwireqetlyis the tod ytted” Ascarer mst le wpited reglaly to reran
didive Kwireqertly yrhes ae resckd dpnd an wich pafantte scamer
is wed Tdte fraqercy shodd be proprtiad to the rete & i ch rewninses are
dsoeadm tht gafam

o (@ntle wer allremsigaues? Hs anle eryimrtat if apticlalytarhl
vrs erargs bebveen ypdtes.

o I0s tle tod efdoydgrithic dedial ¥ Wichvirses des the tad we dg>
rithre ddedial Agrithic ddedianis peferdie to the se d rtige sigeues
to dtet pdymrgic virses.

o Idwdtiat is the tad? Weas ae less lildyto e a slowscaarer. Tere ante a
signfrat dférerce in prfarace bebven dferet search dgrithm

o 0 tle wdr dd o thar om uns sigabues, a ae tle sigauwes lsed
pHished search strirgs? TFere is rthing prtiolaly wag wth phisted search
strirgs, ht it irdcdes theled d resares the werdr les axttedto the podd.

o Wiistleled d doratdia? Srapdegs arivewthlage fat-flledbhds;
dler degs ae a sirge fiygy dsk wth a few All fles dsaibrg istdldian
ad prareters.
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6.2 Selecting a General Purpose Mnitor

(@erd prpee mitas ae waly irjeated in sdtre, loeer, hrdae irde
rataias & edst. Hrdae wasias ray be mae dffilt to drormt, ht they ae
ot fodprad. Fe fdloarg qestias sald e arsi dred iensdedirg agrerd prise
raita:

o IdnfEibear the afgrdinfles? Gndféat pts d the rmta be d sdled?
@ntleraita ke axfpradsothet crtaneentdies enperfanmeped atias?
I eape a df-mdfyirg eeatdde Wil still reed to ke die to radfy itsdf.

o Wi types d suspet bedmiar are rxi tared! Fe rare types f betmiar ran tared
the letter. AfltHe axfgrdion to sded frarthe set o fedres is dsirdde

o (n the muita be ramrfgred to senfar alitiad virs tedriqes? Ae ypbtes
poiddas rewvrs tedriqes are dsaoered’

6.3 Selecting an Access Control Shell

Axess artrd shdls my e irdemted in sdtvare @ & hhid pdegs wth th
herdrre ard sdtvare caprerts. If enrypi nradles are regired they canle dbsi gred

& sdtvae a hrdae. Fe fdloirg qestias shold ke axsidred den sdeding an
avess autrd shdl:

o Wt tye d awess aatrd mtmismdes tle shdl poid ad des it £ yar
seority plic?

o If exrygicnis efdaged e is tle strapgh d tle dgrithm wed In gred,
pHidy sautinzd dgrithm ae to ke pderdie to saret, popiday dgrithm
vhere you are dperd g an the serey d the dgrithm retler then serey o the
ley

o Idwstrag ae tle iddiftdion ad athatiction rtmisst [H poids
lasic aiteriafa adyarg the stragh d these redenisa

o Aetle psswrds thersd ves adbqetd ypdeded! Resvrds shod drever e stared
indeatet.

6.4 Selecting a Change Detector

Ik to st amidyratias, dag dHeatia tads ae waly irdeated in sdtvae
e, hrdare irderatdias & sped the daldian d aygogadic dedsun
Fe fdloirg qestias stold ke axsi dred vien sdedirg a dage dtediar:



6.5 Selecting an Identification Tool

Wt krdd dedsurdgrithmdes the tad we - a aypgogahic? @&
dgrithmare faster. Cypgrapgic dedsumae me ssare

@n the tad be axfgred to skip esatdies that ae kom to ke sdf-rdfyirg?
(Grsistert fdse psitivs wil ewtidly case the ediser to igure the reprts.

o Idwae the dedsumstaed Srmtads qete a dedsurfle far eeryesatdie

Wich ted to dutter the fle sptemad wstes dsk spee Qher tads stae dl
dedsuminasirge fle M alyis ths tedrigea mre et we d dskspee,
bt it dso dlos the wer to stae tle dedsunfle dflire (e g, ma fiyyy).

6.5 Selecting an Identification Tool
'Fe fdloarg qestias shold ke ausi dred vien sdedirg a scarer far idatifetian

o Mwrmay vrss des it dted? Mwmay dffrat vrses ae iddtifed Te
farer &l lowmy dffrat vrses ae dteded veres the later aks low
ray dftrat mes ae asiged to these dffrat urss. If a sarer is wig
sigatue string, sigeres @n gyear inaiats. Tese gestias wil g sam
uthrstad rg regrd g the led o pedsion poiddly a mrtiala tad.

o W raw aewadlytleidutifaiontad ? Myvirses lsenraas Hiass,”
so dftrat scarers wll pode dftrat e far the sam idedian Hs is es-
peadly tre wth IR vinses. T idatiftation fedue o the sarer is aly
wefd if the scamer aaes wthavirs adgga wes the saaraed & anaaldle
cdag

Redse idutifttion tads wil be nre wefd ven they becoa adldle dtlogh tle
saalintdias regrdrg a vrs ifardion atdgg wil still agly

6.6 Selecting a Renoval Tool

Rrad tads ae e dfilt to edute, bt the fdlomg itemmay ke o assistane

o Akfa alist d virwses tht cnle rane] ad the gred led & anray (B
eagde, ‘B d dsirfedias wll resdt ina wakirg eeatdle”) Akfa alist €
vrses th card be reoed e the rdtio far the bsis & a ragh acaprism

o @ asare adrend tod the wkfrartle sam g spe Te raad
tad vaks an the kesis O the virs youram ¥ared to sygdy it wth the ram
byvichit kow the vires. Mdedidatifedion ad rerad tods ae regired to
e it wk
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7 For Additional Information

TFe Micd Iistitue d Sadrds ad Bhdgy's Gpter Sarity IMsianratars

an dedraic hlletin bard syster(BS) foasing anifardion sypterm searity issus.
It is irterdd to ercorae sharirg d idfardion thet wil T pwers ad ramgrs better
pded ther dta adsytern Te BS aatars the fdloarg types & ifarstian speafc
to the vins fdd

derts regrdrg rewvnses, Tyanhases, ad dler threds;
ati-uns podd redes (IBVECad Mirtesh);

tedricd fapers anvirwses, wars ad dler thres;
ati-vrs freevre ad sherevre, ad

adiws d the VRS Lfaun

(@=siadly tle derts aatan sigeture string to ypdte sarers. Fe ati-urs pod
w reies eatre ad edwte spafc tads. Te ppes poick an etersive by
lasic kodede regrd g these threts. e RS Licunles saved & a valdwe
dsassian faurfa the edage d ifamtio regrdrg vrses sine Avil 198 Te
ot isswes are aaldde far domlaad

s Iadian

Te NRT'Gmpter Sority Bsore Eter B an te axess va dd-wp a thogh
the Iterret via telret:

D-paess: (30) 9B 517 (240 tad @ less)
(30) 985D (D ac)
Irterret: tdret cs-bbs.nesl. nist. gov (1DEHI)



7 FOR ADDI TI ONAL I NFORMATI ON




REFERENCES

References

(Bl ¥sdinBrider Te blgrian ad soie vins fataies. In Proceedings of the
Hrst International Vrus Bdletin (bnference, 19

(B lawexe E Bsstardll ad Wldly Rk Pedseiddtiftdiond capter
vrses. In Froceedings of the 15th Nidvonal Gmputer Security (dnference, 192

(@Y D Fedrick(len Qret best pradices agist aapter irses wtheages
frantle B qerdirg systemn In Froceedi ngs of the K fth Internationa C(mputer
Vrus & Security Conference, 192

(AR Bssvrd G Febrd Tfaretion Roessing Sardrd (A B 12 N
il Trstitute o Sadrds and Bimdogy My 195

[RBl] Ysred Bi. Qedsuring tedriges far ati-vrd prusss. In Proceedings of
the Frst International Virus Bdletin (dnference, 191

(S8 Gitaws J Srros, edta. (Ot enporary Grypt ol ogy: The Science of Informe-
tion Integrity. IHERes, 192

(% Kdikdkdan Tertdimagre- tefid ml? Wrus Biletin, pgs 1-12
Aol 192

(819 D AmSlam Mimismd stedth In Froceedings of the Bfth Internationad
Computer Wrus € Security (nference, 192

(V8] HnVikadlisa G Gpter Viss ad Rlaed Frats: Al
agrat Gd Jedd RHiction 33165 Micd Istitte  Sadeds ad
gy Agst 19



REFERENCES




I NDEX

I ndex

awess aatrd shls, 11, 1648 & wiat, 3

anray; 79 urs, 3

atmstraive oertead 7, 10 eayped 4

dgrithic dtedian see sarers ‘intle wid, 4
) rroervating 3

g’lg’ﬂ b orviting, 3

yah 2

blletinbvard stem see BS Iﬂmth, Z K

du Medicn 1, 192, F resich, 3

dedeun10 stedth 4

dedsus) see dape datian wrialy awryed 4

® 19 R3L P

aydgragic dedsus 19 wrm3

Gdic Rdrdigy Gk see @

dHetiay 5

esed we, 7, 10

esatdle 3

grerd prose mitas, 1, 46 %
beristic Brery aslysis, 1, 3B
idutifiticy 6

imaldiay 11, B

itegrity dedirg, 6

Nbsoge Igstirg, 2)

NSTPHD165 1, 2

pedse iddtiftetioy 11, 2 3
rerad | 6

sares, 114 H

sirde part, 12
sdf-rexgitiay 3
sigEbire scaTiTg See sGATES

systenoerteed 7, 10
Tyanhose, 3



